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Disclaimer

Any access to or use of this Report is conditioned on the following:

1. The information in this Report is subject to change without notice.

2. The information in this Report is believed by its authors to be accurate and reliable, but is not guakdinteed.
use of and reliance on this Report are at your sole r|
Institute of Technology is liable or responsible for any damages, losses, or expenses arising from any error
or omission in this Report.

3.NO WARRANTIES, EXPRESS OR IMPLIED, ARE GIVEN BY THE AUTHORS OF THIS
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WARRANTIES, INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT ARE DISCLAIME D AND
EXCLUDED BY THE AUTHORS OF THIS DOCUMENT OR THE ROCHESTER INSTITUTE OF
TECHNOLOGY. IN NO EVENT SHALL THE AUTHORS OF THIS DOCUMENT, OR THE
ROCHESTER INSTITUTE OF TECHNOLOGY, BE LIABLE FOR ANY CONSEQUENTIAL,

INCIDENTAL, OR INDIRECT DAMAGES, OR FOR ANY LOSS OF PROFIT, REVENUE, DATA,
COMPUTER PROGRAMS, OR OTHER ASSETS, EVEN IF ADVISED OF THE POSSIBILITY
THEREOF.

4. This Report does not constitute an endorsement, recommendation or guarantee of any of the products
(hardware or software) tested or the haadwand software used in testing the products. The testing does
not guarantee that there are no errors or defects in the products, that the products will meet your
expectations, requirements, needs, or specifications, or that they will operate wittiwuptidn.

5. This Report does not imply any endorsement, sponsorship, affiliation, or verification by or with any
companies mentioned in this report.

All trademarks, service marks, and trade names used in this Report are the trademarks, service rrades, and

names of their respective owners, and no endorsement of, sponsorship of, affiliation with, or involvement in, any

of the testing, this Report is implied, nor should it be inferred.
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Executive Summary

At the request of the SafeNet Corporation, researchers Rottesterinstitute of
Technologyre o mpar ed SafeNetds Sentinel har dwar e ke
goal of this research was to compare the features of each product and evaluate their

advantages and disadvantages. While the research request was mddélbty Be

researchers remained neutral in their examination.

The features of each product suite were analyzed so that a common model of comparison
could be deduced. Researchers were assigned to the following aspects of the two
products:

Documentation

Protection Architecture

Remote Updates

Drivers and Libraries

Developer & Customer Perspective

Application Programming Interface

Vendor Tools

Security

Licensing Models

=4 =4 =4 -8_9_9_98_°_-2°

The documentation provided by both companies proved to be reasonably organized and
contaired much of the relevant information needed by users and developers alike.
However the Aladdin HASP HL documentation received a higher grade due to its overall
better quality of writing.

Saf eNetds Sentinel Har dwar e itdctuse affalgsis.ed bett er
Researchers in this category found the shell/wrapper code to be more intertwined into the
protected application, and therefore less likely to be thwarted. It was also noted that the

Aladdin HASP HL relies more heavily on its API libyar

The team researching Remote Updates found that both vendors took differeachpp

to providing additional |l icensing once a pro
HL scored just marginally higher with its ea®yuse wizard which customizeset

remote update tool. The researchers commented on the lack of delegation to third party
distributors for both vendors.

The drivers and libraries included with the sample toolkits from both vendors allowed

full functionality of the hardware tokens. Heww e r , Al addi nés HASP HL e
score in this category for providing a wider range of supported platforms, a mere full

featured driver installer, Windows HQL certification, and distribution via Microsoft

Update.

The team which focused on Custor8er Dev el oper Perspective appl
principles of Diffusion of I nnovations to th



hardware tokens provided a distinct relative advantage over traditional models of
software protection. The shell/wrappeol®were not overly complex to implement,

though the SafeNet Sentinel could be applied in nearly half the steps of its competitor.
The opposite was true for the implementation of Sentinel API toolkit, however. Both
products were found to be quite compkiwith the host platforms used, however

support for Windows Terminal services was problematic for both vendors. Researchers
were able to learn that replacement keys are readily available and can be deployed
effectively with the tools provided in the spla kits, though pricing details were limited.
Support, however, was the onettadhat earned the Aladdin HASP HL a higher score in
this category than the SafeNet Sentinel. The website assistance from SafeNet, as well as
telephone support, was inadetguar incorrect when queried.

Researchers implementing the Application Programming Interface (API) found a well
supported platform of base languages, with additional support for relatively more obscure
development environments in the Aladdin camjpe aralysts would have liked to see

more support given to the API toolkits, in the same manner as the wizards provide
assistance with shell/wrapper technology. The SafeNet product earned higher marks for
its consistency of method calls between languages,gingva seamless transition for
developers using hardware token technology in multiple languages.

The Vendor Tools team found a very evenly matched comparison between the two
products. The experience of the toolkits gave well formed code samples arsg-tm ea
implement shell/wrapper. The team awarded an edge to the SafeNet Sentinel for its
simplified approach to wrapper implementation.

The Security review examined the way that the hardware tokens communicated with the
protected applications. The compl@gorithms incorporated by both products ruled out
the use of any brute force taxgi They also were able to combat replay attacks. The
SafeNet Sentinel Hardware key used multgreryption methods and obfuscated its
wrapper code, thus earning a héglscore.

The products from both vendors earned an equal score from the Licensing team. Their
research showed that both products allowed coarse licensing control with a shell or
wrapper, and finer control with specific APl methods. Additionally, thes I&gntinel S

and the HASP HL Max both allow developers to license multiple applications on a single
key, up to 112.

In terms of Protection Features, our researchers found that, while both products were able
to successfully create secure shells aroundddit Windows 3zbit portable

applications, the SafeNet Sentinel Hardware Key toolkit failed to wrap some DLL files.
The DLL files became corrupted and caused the application to fail, however the
appropriate security messages detecting the key stillagwsgl The researchers also

noted that the Aladdin HASP HL toolkit was unable protect Microsoft .NET 2.0
executables and appropriate error messages were displayed which indicated that the
platform was unsupported.



The authors of this document advise thaders to carefully review each section and
evaluate the merits the two hardware tokens according to their individual needs.



Introduction

The purpose of this report iIis to compare Al a
USB keys. These keys aim to elirata software piracy by requiring a user to insert a

physical device into the computer before a given application can start. In order to

compare these products thoroughly, a number of tests were designed and run against keys

from each manufacturer. Tegialso reached beyond the physical devicealls were

pl aced to each companyds support | ine to tes
for accuracy and readability, and software that accompanies the devices was examined.

Both products performededl and each had their advantages and disadvantages. Since a
feature that is crucial for one application may be superfluous for another, it would be
advisableo look at findings throughout the report and decide which features are most

i mpor t an targdt applicaton.e 6 s

While the research team feels thesss were fair, accurate, abdlanced, no test is

perfect. As such, readers are encouraged to review these findings and conduct their own
testing as they see fit. Different businesses haverdiffeequirements for product$he

tests examined only some of these issaugbwere limited to those the researchers

thought most important.

1C



Testing

In order to compare the Aladdin HASP HL to the SafeNet Sentinel, a series of eleven
testing areas habeen established. These areas are:
API

Developer/Customer Perspective
Documentation

Drivers and Libraries

Hardware Features

Licensing Models

Protection Architecture

Protection Features

Remote Update

Security

Vendor Tools

=4 =2 =4 -8 _8_9_9_°5_24_-49._-2-

A team of researchers has anralg each testing area. Their findings are published in the
following sections.
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Section 1: Hardware Features

Introduction

This section addresses the hardware from each vendor and how it interfaces with a
computer. Features such as bus speed, memory gapeac the architecture of the keys
will be examined. For each product, the user keys as well as the master key will be
tested. This will include reviews of features not mentioned within the documentation for
each product. These features will be exgdithrough various experiments with

diagnostic software and hardware. During the course of testing, the keys will not be
disassembled or otherwise modified on a physical level.

One of the main features advertised by Aladdin and SafeNet is the abdetett

listening software. However, the encrypted traffic between the computer and the keys

was recordabl e. Traffic from the SafeNet Se
as wel |l as Al addinds devel opeicultyahhsisthse er keys
first step needed to defeat the keyds encryp
protection the key provides.

SafeNet Sentinel Hardware Key

(http://www.ebizlatam.com/imagenes/noticias/equipos/sentinelikthylid.jpg)

1T Size: 2 2/160x 9/1606 x 5/160 (all measure
1 Keyring loop

91 LED indicator to indicate successful connection to the computer

The Sentinel Hardware Key offers several features over the Aladdin, one feature being
what SafeNet calls a-Zlock. This \‘Clock is a way for the key to keep track of time
based licenses, meaning a license based on a certain amount of time: a day, wéek, mont
or other specified length of time. TheGlock is defined as a continuous snapshot of the
clock and date as the User Key is plugged in. When the key is plugged back into the
computer, the time is compared to theClock. If enough time has elapselge ticense

expires and the program cannot be run. Otherwise, {Gotk keeps track of the time

left on the license. SafeNet states that if there is an extreme deviation of the date and
time, say if one were to roll the clock on the computer back, tfdo¢k can sense this

and terminate the license. Sentinel is offering a new option that replacesCioek/

12
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and gives the key its own clock, dubbed the Real Time Clock (RTC), which keeps track
of the time on a license.

Traffic traveling between the téware key and the programs that are protected by the
Sentinel déds Shell would be another path of
meaning the contents are changed in such a way that the sender and receiver are the only
parties able to redthe information. This encryption, Advanced Encryption Standard

(AES), uses a 12Bit key, but as an option, you can utilize another layer of encryption,
Elliptic Curve Cryptosystem (ECC), with a 168 key.

Aladdin HASP HL

(http://www.aladdin.de/images/i_bilder_grafiken/hasp _hl_net rot w300.jpg
1 Size: HASP HL Max Size 39 x 53 x 17 mm
1 Key Ring Loop

The Aladdin HASP HL comes in several modeBasic, ProMax, Time, and Net. All

models except the Basic offer unique ID numbers and have internal memory. Max, Time,
and Net models offer 4KB of memory and are designed to protect up to 112 applications.
The Pro model has 112 Bytes of memory and protects updpdigations. The Basic

model has no internal memory or unique id number and can only support one application.
The version tested in this paper is the HASP HL Max, which comes with 4KB of memory

and has support up to 112 licenses at one time. The estichatgion of memory

retention is ten years and the memory cell can be rewritten at least 1,000,000 times.

The HASP HL Time keys come with an onboard clock called a Real Time Clock. This
clock allows a key to track the time continually. It hasyedrbattery life, although it

can be extended up to 10 years by connecting it to a functioning computer. If the battery
dies, the HASP HL Time can function as a HASP HL Max and does not suppert time
based licensing, but then uses activatased licensing stead.

The HASP HL Max uses a 148t AES symmetric encryption engine. The symmetric

encryption engine allows the HASP HL Max to protect the data being transmitted and
decrypt data it received.

13
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Common Features

Both hardwarébased tokens state they catett a third party listening on the bus where
the USB resides. However, the reviewers were able to view the actual traffic between
both tokens during the various stages the key is accessed. The traffic between the
computer and the Distributor Key forfgBlet and the Master Key for Aladdin was also
viewable. Although traffic is encrypted using 128 AES, it is still the first step

attackers must make when looking for weaknesses.

Another feature that both HASP HL and SafeNet Sentinel offer is accassaétime

clock on the keys. The SafeNet Sentinel offers tHeladek, which keeps track of time

based licenses. The®lock allows the user to reliably and securely offer timased

license models such as trial, demo, or subscription. HASP HL Tintaine an internal
reaktime clock, indicating the exact time (hours, minutes, and seconds) and date (day,
month, and year). Specifically designed to enable software renting or leasing, the HASP
HL Time lets software distributors charge their clientsquically for software use and
maintenance.

Scoring
Hardware Features Aladdin SafeNet

HASP HL Sentinel Hardware Key
Overall 100 100

The features discussed in this section are examined throughout this document; therefore,
since all features were fourathd validated, each received a perfect score.

14



Section 2: Documentation

Introduction

This section addresses the documentation provided with both the SafeNet Sentinel
Hardware Key and the Aladdin HASP HL. Each chapter of the documentation was
reviewed by deam of researchers and was graded based on the following sections:
manuscript organization, section titles, depth of topic covered, quality of the writing,
relevance of information being provided, and the clarity of the information being
provided.

Features

Both SafeNet and Aladdin offer lengthy documentati@ach document is over 200

pages long. SafeNet includes two appendices before their index. The first appendix to
the SafeNet documentation is a glossary of terms. The second appendix is a list of
hardware specifications of the Sentinel S standard key. Aladdin includes three
appendices before its index. The first appendix is troubleshooting; the second is HASP
demo passwords, while the third is a list of HASP keys and hardware specifications for
each key type. Aladdin also includes a HASP glossary before its index.

Experiments to be performed

The team of reviewers graded the two documents on-aAumgredpoint scale for six

areas, the first being manuscript organization. Here, the team ltwoked if the

information was presented in a logical sense. The second area reviewed was the section
titles. In this section, the team looked at the titles of each section within the chapter to
determine if the title accurately represented the conténitee section. The next area
examined was the depth of the topic that was being covered in the chapter. The
reviewers were interested in whether or not there was a sufficient amount of information
within the chapter, and that the chapter was able toeramy questions that may have
arisen while reading the chapter. The fourth area that the reviewers evaluated was the
guality of the writing in terms of grammar and spelling. The fifth area that was examined
by the reviewers was the relevance of infoiorabeing provided; essentially, did the

chapter maintain its focus? The final area covered by the review team was to determine
whether the information in the chapter was presented in a clear manner and if it was easy
to understand. To maintain fairneskile reviewing the documents, one reviewer read

the SafeNet Sentinel Hardware Key documentation first, followed by the Aladdin HASP
HL documentation. The other reviewer read the Aladdin HASP HL documentation first,
followed by the SafeNet Sentinel Hardw&ey documentation. This helped to

eliminate firstread bias.

Interpretation of results

In order to collect data on the quality of the documentation, the review team printed out
the Sentinel Devel operdés Gui de veearsoomon 1.

15



12. Then the review team determined what scoring rubric would be used. Finally, the
review team determined who would complete specific tasks, and then agreed not to
discuss his findings until he had finished his review in order to avoid biasinh e r 6 s
results.

The review team analyzed the documentation of several categories. Each category was
initially assigned a total score of 100 out of 100 points. Five points were then deducted
for each spelling mistake, grammatical error, or other fihated by the reviewer.

Scores were then calculated for each category in each chapter. Finally, total average
scores were calculated for each document.

Experiment

Manuscript Organization

SafeNet: SafeNet ods docume nmingwith eodefinitoae | ai d o u
piracy, followed by an overview of its key, its features, and how it could be implemented.

The document then became more in depth about API functionality, remote update

capabilities, and other implementatispecific issues.

Aladdin: Al addinds documentation was | aid out
do and why companies should implement this level of protection. The document then

discussed HASP features at length, including API functionality, remote update

capabilities, and the differences in implementing their various key types.

Section Titles
SafeNet: After reading each section, each reviewer felt that the title adequately
represented the topic material covered in that section.

Aladdin: After reading each sectipeach reviewer felt that the title adequately
represented the topic material covered in that section.

Depth of Topic Covered

SafeNet: After reading the entire document, points were deducted for the omission of a
troubleshooting appendix and for seveesins that were introduced without being
explained. Specifically, #fAPersonal Foldero
were not explained. I n addition, the ter ms
used without any introduction or discussi The use of a Frequently Asked Questions
section at the end of each chapter was a bon
broke down required steps, recommended steps, and optional steps very well.

Aladdin: After reading the entire documentjmis were deducted for not indicating how

much hard disk space was needed on page 52. In addition, points were deducted as both
reviewers felt that some topics were eeervered. In several places, entire paragraphs

were repeated with only small chang&ather than lengthening the document

16



significantly, Aladdin might consider revising its process descriptions to discuss various
configurations more succinctly.

Quality of Writing
SafeNet: The reviewers found multiple spelling and grammatical errortafdeene for
a complete list of errors).

Aladdin: The reviewers found no spelling mistakes, and found only a few instances
where sentence structure was grammatically questionable.

Relevance of Information Provided
SafeNet: Neither reviewer felt thahy information provided was irrelevant to the topic
being discussed.

Aladdin: Neither reviewer felt that any information provided was irrelevant to the topic
being discussed.

Clarity of Information Provided

SafeNet: Screenshots and other images peovid the documentation were not clear
when viewed as PDFs or in print. Additionally, some grammatical errors were so
disruptive that certain paragraphs became unclear.

Aladdin: Screenshots and other images provided in the documentation were not clear
when viewed as PDFs or in print. Additionally, some grammatical errors were so
disruptive that certain paragraphs became unclear.

Summary

Based on the evaluation performed above, the reviewers felt that the Aladdin
documentation was more complete, redgladnd overall, more useful. This may be due

to the higher revision number of Al addinds d
grammatical errors greatly detracted from its readability. Additionally, the reviewers felt

that the Aladdin documentatonwasmpre of essi onal ly written t han
opinion was influenced heavily by word choic

companies would have significantly increased scores if grammatical errors were
removed, better screen shots were used, and ockxal} was increased.

17



Scoring

Documentation Aladdin SafeNet
HASP HL Sentinel Hardware Key
Manuscript Organization 100 100
Section Titles 100 100
Depth of Topic Covered 95 90
Quiality of Writing 95 68
Relevance of Information Provide 100 100
Clarity of Information Provided 85 90
Overall 95.83 91.33

18



Table 2.1: Errors found in SafeNet Documentation

Error
mo st

basi c

| €

Location

page 4 the first sentence under
ASenti nel Keys F
Piracybo

il | staisiachallengee s ponseo Page 7 -Ed@euAntiPiracyg
Tec hn oB%aglgto

ARThe feature templ at ePagel@fAiSmart & F-l €

(the Toolkit?) Ti me) | mpl -é&hdlett ¢

AAll ow | i cense sharinpage 10 under dl
|l ncreased Mar Ret
bullet(last one)

AA web browser based Pagel5 Summaryof Sentinel Key
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Sample Documentation Evaluation Form

Company/Chapter
Revi ewer 6s Name

Criteria: one per chapter
Content

Manuscript Organization /100
Does the information presented make sense in the order it is presented?
Comments (why you graded the way you did):

Title accurately reflectscontent /100

If you had to determine the contents of this by looking at the title only, could you? If you
opened to the table of contents, would you know this chapter had the information you
wanted?

Comments (why you graded the way you did):

Topic area covered in sufficient depth /100
Do you have questions that were raised in the chapter, but never answered?
Comments (why you graded the way you did):

Quiality of Writing (spelling, grammar) /100
Comments (why you graded the way qu did):

Relevant information ____]100

Is the information provided needed? Are you being told how to use the product, or what
the old version used to do?

Comments (why you graded the way you did):

Clarity ____]100

Was the information @sented in a clear and helpful manner? Were you able to read the
chapter and understand all of what you read?

Comments (why you graded the way you did):
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Section 3: Protection Architecture

Introduction

In this section of the report, the protection architez of both Aladdin's HASP HL key

system and the SafeNet Sentinel key are compared. Many of the comparisons are based

on the researchers6é interpretation of the do
directly experiment and compare some featufidge majority of this section is based on

knowledge acquired from the documentation of the HASP HL and SafeNet Sentinel keys,

as well as that from a previously published document comparing two of the older

versions of these products.

Features

The currenteature set reviewed in this section includes elements from other sections of
this document including Licensing, Protection Features, Security, API, and Vendor
Tools. Research has been performed on the following topics:

Effect of Encryption and Shell Lels on Program Performance

Methods of Encrypting and Protecting USB Traffic between Host and Key
Method of Data Storage on the Hardware Keys

Encryption Levels Differences, Implementations

Implementation of Shell Levels

Licensing System

= =4 =4 -8 -8 9

Experiments to be performed

This section is comprised of qualitative research into the different methods used by the
hardware keys to protect software. The key areas that were examined are the same as
those features stated above in the Features section.

One of the quaitative experiments performed by the researchers included a time trial to

observe the effects of different levels of protection against the performance and size of a
targeted application. I n order to simplify
program was used in this experiment. Please note that the term shell or shelling is in

relation to both the shell system used in the Sentinel keys as well as the Envelope system

used in the HASP keys.

Interpretations of results

Data collection was perforrdéby the researchers reading both the official
documentations for the dongles and third party references to the systems. In addition,
data was collected on the Time Trials section via quantitative experimentation. The
scoring system for each experimerasabased on a 1{fint scale. The mean of the
scores in this section was calculated.
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Experiment 1: Shell Execution Times

Description

This experiment was designed to discover if there was a relationship between the time

that it takes a program to exeéewand the shell level used to protect it. In addition, this
experi ment was designed to develop a better
size of the executable after being protected.

Experimental Design

In order to accurately experiment andasere latency time between the time the program

is executed and when it is actually active,
worl do program was used. The experiment con
shelled program and record thee¢ elapsed between start and finish. The script stores

this data in a simple tab delimited text file to simplify the analysis process. In order to

accurately experiment and compare the two products, a shell/envelope scale was created

to simplify the praess:

Level Sentinel Level HASP Level
None 0 0

1 1 10

2 2 20

3 3 30

4 4 40

5 5 50

Each shell was created using factory defaults, except for shell level parameters. In order
to retrieve accurate data, each shell level was examined 10 consémawsand the

results were averaged. These were then defined with the following naming convention:
HASP: test HASP#.exe (note that the encryption levels are directory names), and
Sentinel: test SAFE#.exe

In order to correctly experiment and compaetiio products, a sterile and consistent

system environment has been chosen for each experiment in the section. The
environment consists of a Windows XP system with SP1 installed.
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Data

HASP

None

Level 10
Level 20
Level 30
Level 40
Level 50

ENC1

0.028125
0.740625
0.809375
0.831250
0.737500
1.089063

ENC2
0.028125
0.793750
0.887500
0.893750
1.121875
2.281250

ENC3
0.029688
0.782813
0.898438
0.887500
1.120313
2.273438

ENC4

0.029688
0.729688
0.889063
0.881250
1.092188
2.256250

Figure 1.1i HASP Time Trial Data (Note: ENC stands for Brption level)

Sentinel

None

Level 1
Level 2
Level 3
Level 4
Level 5

Average
0.031250
3.528125
4517188
5.787500
7.151563
9.370313

Figure 1.2i Sentinel Time Trial Data

ENC5
0.029688
0.734375
0.885938
0.876563
1.112500
2.268750

Dim st

Dim en
Dim finall
Dim final2
Dim final3
Dim final4
Dim final5
Dim final6
Dim final7
Dim final8
Dim final9
Dim final10
Dim WSHShell

Set WSHShell = WScript.CreateObject("WScript.Shell")

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true

en = Timer
finall = en- st

st = Timer
WSHShell.Run WScript.Arguments.|t€@), 2, true
en = Timer

final2 = en- st
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st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

final3 = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

final4 = en- st

st = Timer

WSHShell.Run W§ript.Arguments.ltem(0), 2, true
en = Timer

final5 = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

finalé = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

final7 = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

final8 = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

final9 = en- st

st = Timer

WSHShell.Run WScript.Arguments.ltem(0), 2, true
en = Timer

finall0 = en- st

WScript.Echo finall & vbTab & final2 & vbTab & final3 & vbTab & final4 & vbTab &
final5 & vbTab & final6 & vbTab & final7 & vbTab & final8 & vbTab & final9 & vbTa

& finall0

Figure 1.3i Time trial script (VBScript)
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@echo off
cscript //INOLOGQestCycle.vbs test ORIGINAL.exe

cscript //INOLOGO testCycle.vbs teSIAFElexe
cscript //INOLOGO testCycle.vbs test SAFE2.exe
cscript //INOLOGO testCycle.vbs test SAFE3.exe
cscript //INOLOGO testCycle.vbs test SAFE4.exe
cscript //INOLOGO testCycle.vbs test_ BBS.exe

Figure 1.47 Sentinelspecific trial script (batch)

@echo off
cscript //INOLOGO testCycle.vbs test ORIGINAL.exe

cscript //INOLOGO testCycle.vbs teBtASP1exe
cscript //INOLOGO testCycle.vbs test HASP2.exe
cscript //INOLOGO testCycle.vbs test HAS®&
cscript //INOLOGO testCycle.vbs test HASP4.exe
cscript //INOLOGO testCycle.vbs test HASP5.exe

Figure 1.51 HASRspecific trial script (batch)

Results

Based on the data gathered from the experiment, a number of conclusions can be drawn.
The most obviousf these is that the shell level has a direct impact on both the size of the
file as well as program execution latency. It seems that as the level of shelling increases,
the time it takes to execute the shell also increases. This shows that addtansy} s
precautions are added into the shelled programs, as both the SafeNet and Aladdin keys
stated in their documentation. It appears that the changes between the shell levels are
linear in the Sentinel system while, in the HASP system, the changenbabreear
progression.
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It appears that the change in the size of the shelled program is greater for the Sentinel
keys compared to the HASP key. This could be caused by a difference in shell design in
either system or one shell may use additional sgqurecautions.

The devices were scored as follows:

HASP Sentinel
File Sizes (Overall) | 9/13 (69.23%) | 1/13 (7.69%)
<=0.5MB 0 0
<=1.0 MB 0 0
<=1.5MB 0 0
<=2.0 MB 0 0
<=2.5MB 1 0
<=3.0 MB 1 0
<=3.5MB 1 0
<=4.0MB 1 0
<=45MB 1 0
<=5.0 MB 1 0
<=55MB 1 0
<=6.0 MB 1 0
<=6.5MB 1 1
Latency (Overall) | 5/5 (100.00%) | 1/5 (20.00%)
<=2 sec 1 0
<=4 sec 1 0
<=6 sec 1 0
<=8 sec 1 0
<= 10 sec 1 1
Total 84.62 % 27.69%
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Hasp Time

25
225
2
175
’ W ENCE
0.75
0.5
0.25
0 T

Mone Level 10 Level 20 Level30 Leveld40 Level 50

Figure 1.6i Graph of HASP time trial (in seconds) (Lower is better)

File Sizes
2,500,000
2,000,000 e -
—~ 1,500,000 + I |OUnshelled
§ BENC 1
>
p OENC 2
£ OENC 3
8 BENC 4
? 1,000,000 - - |mENCS
500,000 - -
0 |
Level 10 Level 20 Level 30 Level 40 Level 50
Shell Level

Figure 1.7i Bar graph of the File Sizes in relation to HASP Shell leftadsver is better)
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SafeNet Time

; |II|E

Mone LeveI'I Level 2 Level 3 Leveld Level 5

[ T S e S T = e L - O = R =

Figure 1.8i Area graph of Sentinel Time trial in secor{dlewer is better)

File Sizes

7,000,000
6,000,000
5,000,000

4,000,000

Size (in Bytes)

3,000,000

2,000,000

1,000,000

None Level 1 Level 2 Level 3 Level 4 Level 5
Shell Level

Figure 1.97 Sentinel File Size@d.ower is better)
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Run Time

10

9

8

7

6 [ HASF
5 B Sentinel
A

3

2

1

0 . . . T T

Mone Level1 Level2 Level3 Leveld Level5

Figure 1.10i Comparison, SafeNet time vs. Aladdin time, in sec@raiser is better)

File Size

6,500,000
6,000,000 -
5,500,000 B
5,000,000 B
4,500,000 -
4,000,000 — | Unshelled
3,500,000 - [EHASP
3,000,000 L [[] Sentinel
2,500,000 [ -
2,000,000 B
1,500,000 B
1,000,000 -
500,000 B
0

T T I T
Level 1 Level? Level3 Leveld Levelb

Figure 1.11i Comparison, SafeNet file size vs. Aladdin file size, in bytes (Lower is
better)
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Experiment 2: Shell Comparisons

Description

This experiment was designed to discover the foundations of the shelling systems for
both the Sentinel and HASP hardware key systems. In addition, a comparison between
the two shells was performed to discover the advantages and disaphsat each.

Experimental Design

Since the actual design of the system is clesmdce, the researchers were only able to

discover the features of the two different hardware keys by way of company

documentatiofi Al addi nés Programmes 60Be Gealli dperadmsd GCuaif &
documentation.

Data
HASP

1 Currently there is a range of protective layers for the HASP key
o Ranges from 1 to 50 in value
0 Defaultis 12
Can also define the number of times a program needs to check against the HASP k
Can encrypt/decrypt data files as well as executables
Each layer is encrypted differently than the others
The more layers used, the harder it is to fully decrypt
Layers are segment of code, one after another in sequence
Layers are randomized to increase security

= =4 =4 -4 -8 19

Figure 2.1 HASP Shell notes

Sentinel

Has a range of levels for the shell (1 to 5)

Works by using a multi layering system

The current layer can only be decrypted if the previous layer wasssfally decrypted
Layers are randomized so no two layer applications are the same (Claimed)

Shell is able to detect debuggers like SoftICE

Use the SDK to encrypt program constants, string and code blocks

Protects against memory dumps

Uses maze technolg@nd dummy macros

Uses 128 AES encryption

Additionally, data files can be encrypted with the shell

= =4 =42 -5_-_5_9_9_9_2°_-2

Figure 2.2i Sentinel Shell notes

Results

Based on the documentation provided by both Aladdin and SafeNet, each hardware key
utilizes a shell gstem. A shell is a way to protect a particular application without having
to recompile the application again. In both systems, a4beuksl shelling architecture is
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used. Each layer can only decrypt the next layer, which makes it harder for a backer t
override the system.

As well as both using layers, each shell has added features like debugger detection

technologies as well as aiacker technology to stop the bypassing of security. In the

Sentinel system, features such as dummy macros and Mamekegy are used to

integrate the shell code into the executable. The HASP system uses false system calls

and what the HASP docueeatacei emgideeéemniesg ame &

Additionally, both shell systems will randomize the layers of eshell to decrease the

chance of a hacker correctly breaking or overriding the protection schemes of the
software. However, based on the data collected a clear advantage of one system over the
other is not apparent.

It would appear that both the HASP &entinel keys utilize an equal number of features
in their shell system to help deter hackers from correctly decrypting data or gaining
unauthorized access to the program.

HASP | Sentinel
Uses Shell/Envelope 4/4 4/4
Shell has levels 1 1
Levels areandomized 1 1
Anti-debugging features | 1 1
Reverseengineering tech| 1 1
Total 100% | 100%

Experiment 3: Security Measures

Description

This experiment is designed to discover the security measures performed by both keys to
protect data communidahs between the key and the client machine. In either case, an
encryption tunnel is created by both systems, one with the use of ECC and the other with
RSA.

Experimental Design

Since the actual design of the system is clesmdce, the researchers wenly able to

discover the features of the two different hardware keys by way of company

documentatioi Al addi nés Programmer s Gui de and Safe
documentation.
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Data
HASP

1 Data is encrypted/decrypted via AES 4#8keys, but says rbing about USB traffic
1 States that USB traffic/communicatijpons
91 Discovers the HASP key by performing system calls to encode/decode data

Figure 3.11 Notes on the HASP traffic

Sentinel

1 Uses 163bit ECC encryption

1 Uses ECDSA & ECSSH to creamgnatures

1 Uses ECKASDHL1 for the key exchange

1 AES packets are in challenge/response format

Figure 3.2i Notes on the Sentinel traffic

Results

Based on the documentation provided by both Aladdin and SafeNet, the following
conclusions can be drawn about #tate of protection in regards to USB traffic between
the keys and the client machine.

In the HASP documentation, there is little information about the security between the key
and the machine to which it is attached. It appears that the key is semted

information, which it will decrypt and send it back to the machine. The HASP
documentation states that the traffic 1is
detail.

In the Sentinel documentation, there is a detailed explanation ostelpat are taken to
provide security to the physical traffic between the key and the computer to which it is
attached. The sentinel key utilizes an ECC tunnel to send traffic that has already been
AES-encrypted. The tunnel is encrypted with a-b8ECCkey based on the NIST
government recommended curves.

Both systems appear to use some sort of protection to secure the information being
passed between the key and the client machine. The particulars of this protection are not
fully divulged by either pay.

HASP Sentinel
Data is protected 1 1
Uses encrypted packe ? 1
Uses encrypted tunne| O 1
Total 1/3 (33.33%) | 3/3 (100%)
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Experiment 4: Encryption Levels

Description

This experiment is a comparison adinandhe vari o
SafeNet are capable of employing. An encryption level is the strength and security level

that the encryption scheme will have. Its effects are speed of execution and time to break

into the underlying program.

Experimental design

The design ofttis experiment is to read the documentation to compare the encryption

used by each of the keys. The documentation read for Aladdin's HASP consists of the

HASP HL FAQ, the HASP HL Developerso6 Guide,
HASP HL key.ocu3efndMdMdti®dan dvas the SafeNet Sent
the SafeNet ACurtailing the Piracy Epidemico
Hardware Keyso document .

Data/Results

The SafeNet Sentinel key and Aladdin's HASP key both utilizebli28ES ercryption.
128bit AES is an extremely strong encryption algorithm and, therefore, would be very
difficult to break with contemporary equipment.

HASP | Sentinel
Uses AES 12&it |1 1
Total 100% | 100%

Experiment 5: Tiered Licensing

Description

In this experiment, the tiered system of licensing is compared. The tiered system of
licensing refers to the number of levels between customer and developer. Features of
each tiered system were examined.

Experimental design

This experiment compares the two sgstems based on the documentation released by

the each company. For Al addin' suiddah®& P HL Kkey
the HASP HL FAQ were used. For SafeNet's Se
Guide, The SafeNet @eGurcDairlkipogtt haeandi Sadcy NE}p
Har dware Keyso document were used.

Data/Results

Comparing the two documents closely, several similarities and differences were noted.
First, the SafeNet product uses a thiieeed architecture with the developeitlze top.

The developer key grants full control over all programs, files, and features. That key
allows encryption of programs, creation of all kinds of keys, and remote update of
licenses and software.
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The second tier for SafeNet is the distribikey. This key grants the bearer the ability to
create new user keys and sell him along with copies of the software. The limitations are
that the key can only create user keys that the developer has granted him access to create.
For example, if the deveper has not granted them the ability to create network keys,

then the ability to create such a key is unavailable to the distributor.

The third tier for SafeNet is the user level key. There are several types of user keys.
Both vendors offer standardarskeys, as well as keys withreal time clocKRTC) on

board and keys that are netwdrised. Network enabled kegifow a system

administrator to grant seats to the license based on the number of licenses purchased.

The Aladdin HASP HL key implementstao-tiered architecture. The developer key is
again at the top and has the same rights and privileges as the SafeNet key. The key
included with the developer's kit has an individual code that allows each company to
have one or many developer's keys.

The second tier is the user key, which is the same as SafeNet's key. There are, however,
different styles of keys. The most basic key is the standard key, which has no usable
storage for program data. There are additional keys that providessd memuoy

(which allows more features to be added into a program), expiration timers, and network
functionality with various amounts of network users.

The lack of a distributor keyn the researcher's opinion, is not a large disadvantage for
Aladdin. The usality of the distributor keys, in the researcher's opinion, is somewhat
limited. However, readers of this document should be encouraged to research for
themselves and draw their own conclusions.

HASP | Sentinel
Total | 75% 80%

Sentinel licensing systehmad the distributor key as another option, but makes licensing
slightly more complicated. HASP lost approximately 5 points because they did not have
a distributor key.

Experiment 6: On-Key Data Storage

Description

This experiment compares the abilitystore data on the Aladdin HASP HL key with the
SafeNet Sentinel key. This is a comparison based on documentation and the amount of
storage space, encryption, and accessibility.

Experimental design

In this experiment, the data storage ability of the keiyldoe compared based on the
documentati on. For Al addin's Hid&sRdthdL key, t
HASP HL FAQ were used. For SafeNet's Sentin
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The SafeNet ACurtailing aheNPt bdackliiSEpt deml cb
Keyso document were used.

Data

Aladdin's HASP HL key options are quite extensive concerning memory options. The
lowest end key with memory that Aladdin's set comes with is the HASP M1 key. This
key comes with 112 bytes ohdooard memory for storage of data, which is encrypted for
protection. This allows very little to be saved to the key besides a very short string. The
other keys that Aladdin makes, however, all come with 496 bytes of on board memory.

The SafeNet key®on the other hand, have 8k of on board memory for storage of

developer data. This allows interactivity between the key and the software to ensure that
the program will not run without the key present. For example, a string could be saved to
the Sentinekey that would be required in order to open a function, or continue past a
random checkpoint that the developer could choose to put in the code. This would ensure
that without the key present, the software would not be able to run.

HASP Sentinel
Memay 1/9 9/9
>= 25KB |1 1
>=1 KB 0
>= 2 KB 0
>= 3 KB 0
>= 4 KB 0
>=5 KB 0
0
0
0
1

>= 6 KB

>=7 KB

>= 8 KB
Total

1.11% | 100%

Analysis

Based on the data retrieved by experimentation as well as the daatiorefor both

products, the following conclusions can be drawn:

1 Both systems utilize a multayer system for shelling;

1 Both systems have an increase in file size as the shell levels increase
(Sentinel file sizes are larger overall than their HASP capatts);

1 Both systems have an increase in program load latency as the shell levels increase
(HASP load time appears to be less than the time for Sentinel protected
executables);

1 Both systems have some form of protection in regard to the communicaticehbetw

the key and system
(HASP states the protection to be only th
while Sentinel documentation provides an overview of the encryption schemes
used in the tunnel and encrypted data packets);
1 Both systems have multiple keys fitifferent styles of licensing
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(HASP is a little easier to understand while Sentinel is a little more robust and

flexible).

Summary

Both products offer many of the same features and protection styles in slightly different
ways. Having studied the wayetithese tools are protecting software, both appear to
have their strengths and weaknesses. SafeNet's Sentinel product is more flexible with
one or two options. Aladdin's HASP product seems a little easier to understand.
Ultimately, both products do wervell at securing the software they are attempting to
secure. The increase in file size and execution time for SafeNet is an indication that its
shell might be doing something more in the way of protection than Aladdin HASP.

Scoring
Protection Architecture Aladdin SafeNet
HASP HL Sentinel Hardware Key
Shell Execution Times 84.62 27.69
Shell Comparisons 100 100
Security Measures 33 100
Encryption Levels 100 100
Tiered Licensing 75 80
On-Key Data Storage 11 100
Overall 54.97 71.42

This scoring uimately reflects the ability of each product to secure an application

quickly and efficiently. Scores were tabulated based oreptages of points out of

100% In the opinion of the researcheBafeNetSentinel earned a higher score because

its most lasic shell is more integrated into the protected agftin than Aladdin's

envelope.This is not a bad thing for Aladdin’s product overall, as it relies more heavily
on the use of APlalls to protect an applicatiorBoth the shell and the API should be
used to completely protect an application, but due to time and technical difficulties, the
research team was unable to test using an application protectetienfitti feature set of
the APL.This is something that should also be considered for anyt@dtemstomer of

these products.
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Section 4: Remote Updates

Introduction

In this phase, tests will be performed to measure the ability of the USB keys to perform a
remote update using the encrypteddikent over-eail or CD. Remote licensing

updates for USB keys rely heavily on this method. As a result, this is a key feature for
any company wishing to add execution counts, add users or features, or remove the
licensing requirement altogether.

Features

Both USB keys have a utility included in the driver install that allows for remote update.
All that is needed is to execute the utility with the user key in the USB port. The program
generates a file, which is sent to the developer either vid,embaurned to a CD and

sent via the mail service. Its size is small enough, however, to allow for electronic
transfer without worrying about bandwidth or quota issues. The distributor will then use
this file to generate whatever licensing change isnmat to the request. The licensing
change will then be sent back to the user in a similar file. The size of the file is not a
factor with the update. Upon receipt, the user will update the license using the update
utility tool. The user imports thdé and the license updater will update the key with the
new licensing information.

Both manufacturers provide remote update broadcast capability, which can allow for
updating in one location via an internal network. This update is propagated to all the
users on that corporate network. This applies to the usability of the product from the user
perspective. It allows a system administrator implementing a license update to do the job
once instead of multiple times. However, other factors, such as tbeioiém of the

network, number of hosts to be updated, and network performance need to be considered.

Experiments that were performed

The experiments that were performed tested the ability of the keys to update remotely
without the need for a distributor developer to come to the location and manually

update the license on each computer. Tests measured the ability to update one machine's
license request for a license increment. The researchers also attempted to update one
machine's license requestsiwihore complex changes (such as additional features, users,
and execution counts) and to update license changes over a broadcast server.

Interpretation of Results

The results will be interpreted based on usability, functionality, feature sets, andysecurit
All will be given the same weight, however, if one area is so poor that it makes the
feature or product unusable, the lack of functionality may affect scores in other areas.
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Methods of Update

SafeNet

Directions:

Once the executable was created, tHel$eat toolkit needed to be run. In the license

designer, a new wizard was opened via the "open wizard" option. The user would then

start the "new to creating features and templates" and then chose the "continue" option.

After the user added their exeable, they then entered their destination path. On the

next screen, they chose the "limit executions" option. The user would then set the
execution count to one and select "add insta
"continue" option, a license tengié name was entered, and the finish button was

selected.

With both keys in the USB ports, the user then selected the user key from the "USB
status" menu. The "select build" option was utilized. Then, the user selected the "make
key" option to make a @s key to protect the application with a shell. A test of the
execution limitation was advisable here to make sure that the program could only be run
once.

In order for a user to continue running the application, an update was needed to modify
their license. The user would then run the secure update utility and select the "generate
request code" option. Next, open up the toolkit again and go to the "update manager" tab.
An action of type "license / feature" would be added and the program name #iagis b
updated would be selected. On the right window, under the "commands" drop down
window, the "Increment execution counter” was selected. The value was set to one, and
after the action was named. The "OK" button was clicked.

The vendor then selectekt "Key activator” tab, followed by the "load request code™
button. After selecting the file created with the update utility, the vendor would then
select the "execution count updater" action that was just created. The "Generate update
code" option wasedected and saved to a file.

The client received the file, opened the update utility again, and selected the folder
button. The client then browsed to the location of the file and chose the "OK" option.
The client then selects the "activate applicatiountton, which will perform the update.
After the application was tested again, the researchers were able to verify their update.

HASP

In order to update the HASP key, the user must run a custeated HASP Remote

Update executable. The vendor murgtate a remote update service (RUS) for each
encrypted application with a customized message. Once the user creates their file, they
can distribute that file to the vendor via their preferred mechanism. The vendor can then
open the file and process arder to change the key based upon the specifications of the
vendor. In this experiment, the key was changed from three executions to an unlimited
key. Once the vendor to client file is created, it can then be redistributed to the client and
the update ggied.
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Experiment 1: Transferring License Flat Files

Description
This experiment is a basic test of updating the license with flat files sent-oval er
USB with attention being paid to testing time involved and difficulty.

Topology and experimental design

This topology includes two computers both isolated from the network. The first
computer, PC1 was the developer machine. This machine created the user key and
application to be encrypted. It used a simple shelled application created with thee wizar

It was created with an execution count of one. The second computer, PC2 had this
application installed on it and was run once to exhaust the execution count. The program
was then run again to confirm the program would not run. The user on PC2¢ukthe

toolkit included to request an updated license. The file was then transferred to PC1 using
a USB thumb drive. The developer on PC1 then created an update file, which would
increment the execution count by one upon receipt. This update filbhevagansferred

back to PC2 using the USB thumb drive. The user at PC2 then updated the license using
this file and the toolkit. The program was then executed twice again on PC2 to test the
update.

Data/Results

From the experiment, we have determineat s long as the files are intact, the process
will succeed. The method of moving the update files between the client and the
developer does not affect the results of the process and works equally well for Aladdin
and for SafeNet. This method of doingdates is unfortunately slow, and requires the
developer to create the update file. The files sent are, for Aladdin, C2V, and V2C files
and for SafeNet, REQ, and UPW files. Both files are extremely small (less than 1kb) so
with the number of licenses sbftware sold; these could be archived extremely easily
without much cost.

Evaluation
HASP 90 out of 100
SafeNet 85 out of 100

The Aladdin and SafeNet keys both completed this experiment and did not have any
problems with the update processes. Hmvgethe process was a little slow due to the
mailing of files, so it lost points there. To the experimenters, the licensing model for
SafeNet seemed more complicated to set up for updating the products used. The
distributor key was not taken into accoumthe scoring because it could not perform
remote updates. The experimenters did remove points because they were unable to find
documentation that clearly stated that the distributor key could not be used for remote
updates.
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Experiment 2: Complex License Flat File Transfer

Description

This experiment was intended to perform a more complex test of updating the license
with flat files sent over-enail or USB, with attention being paid to testing time involved
and difficulty. However, due to time constres and technical difficulties the proposed
experiment was not performed.

Topology and experimental design

This topology included two computers both isolated from the network. The first

computer, PC1 was the developer machine. This machine createstthey and

application that was encrypted. It used a simple shelled application created with the
wizard and has basic API functionality built in. It was created with an execution count of
one and no access to a certain function or application. Thedgeomputer, PC2 then

had this application installed on it. The application's features were both tested to ensure
only one worked. This first execution exhausted the execution count, and the application
was executed again to confirm this. The user o2 fR€n used the toolkit included to

request for an updated license. The file was transferred to PC1 using a USB thumb drive.
The developer on PC1 then created an update file, which incremented the execution count
by one and granted access to the proteftiection. This update file was then transferred
back to PC2 using the USB thumb drive. The user at PC2 then updated his license using
this file and the toolkit. The program was then executed and both functions were tested.
The program was then exeedtagain to ensure the execution could expire when it

should.

Data/Results

The tests could not be completed due to technical difficulties and time constraints.
Ultimately, this would have been successful for both applications based off the
ma n u f a documertatian @nd an examination of the user interface.

Evaluation
Aladdin 100 out of 100
SafeNet 100 out of 100

This test could not be performed because the experimenters failed to create working,
multi-featured applications that utilized the API. eléxperimenters did examine the
interfaces and the documentation of both products to examine how easy this would be to
perform. Both appeared to be reasonably simple and the documentation appeared clear.
Because the test was not performed and no flaws feeind at a cursory glance at the
interface, it was decided neither company would have points deducted. Any developer
wishing to allow complex licensing updates, such as those outlined in the experiments, is
encouraged to test these features.

Experiment 3: License Update to Several Clients

Description
This experiment was intended to be a more complex test of updating the license with flat
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files sent over email or USB and with several network clients with a single server. The
experiment would have begerformed with attention being paid to testing time involved

and difficulty. However, due to lack of resources and time, the testing was not actually
performed.

Topology and experimental design

This topology included four computers with one isolated fteennetwork. The other

three computers, PC2, PC3, and PC4, were networked together. The first computer, PC1
was the developer machine. This machine created the user key and application that was
encrypted. It used a simple shelled application creaiiddtie wizard and had basic API
functionality built in. It was created with an execution count of three and no access to a
certain function. The second computer, PC2 then had this application installed on it and
setup as a central server. PC3 and P€r\then pointed at PC2 looking for the license

to run the program. All functions were tested on each machine to ensure that only one
would run. The program was then run again to confirm that the license expired after
three executions. The user on P& used the toolkit included to request an updated
license. The file was then transferred to PC1 using a USB thumb drive. The developer
on PC1 then created an update file, which incremented the execution count by three and
granted access to the protettanction. This update file was then transferred back to

PC2 using the USB thumb drive. The user at PC2 then updated his license using this file
and the toolkit. All functions and features were then executed again to ensure that the
previously protecta function executed. Finally, the application was then run a fourth

time to ensure that the execution update worked correctly.

Data/Results

Due to lack of resources, the experimenters were unable to test this functionality.
However, data was collectedsed on documentation and an examination of the user
interfaces. Both indicated that this would work correctly and completely and both
appeared to provide the ability to update network licenses remotely.

Evaluation
HASP 90 out of 100
SafeNet 85 outof 100

Both Aladdin and SafeNet documentation stated that updating network licensing would

be as simple as updating standalone keys. Based on this, and the user interfaces

available, it was decided that the scores for this experiment would be identicad of

experiment 1. The reasoning for this is because everything is the same, and both appear

to work identically. Without any testing to award additional, (or subtract) points from

either company, these are the scores reached. If thisfeatmrpisir t ant f or oneos
application, the experiment could be performed following the procedure outlined above

using the network enabled user keys for both companies.

Analysis
Experience with both companiesd products was
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experimaters encountered difficulties understanding the use of the licensing structure.
The additional keys provided an extra concept for the researchers to understand. This
made it hard for the researchers to understand fully the uses of all the variouSheys.
primary example of this was the expectation (of the experimenters) that the distributor
key would be able to perform remote updates. This was not the case. Upon further
reading of the documentation, it was understood that the key did not actugklinvtiois
fashion. To the researchers, however, this could have been clearer.

The documentation for SafeNet was clear about the way remote update worked. This
greatly helped in the understanding of how remote update procedures worked
conceptually. Theser interface for SafeNet provided a wizard, which allowed for the
easy creation of licenses, but certain options to allow for updating of licenses were not
enabled by default. This required more research through the documentation to discover
which optbns were needed, and which were not. Fortunately, the information for what
each option did was readily available in the documentation. The remote update tool
included with SafeNet's product can be left as a default tool located in the same directory
as he application being protected. It can also be customized using the API functionality.

Concerning Aladdin, their documentation was equally clear with regard to the
conceptualization of Remote Update. Their documentation was also clear on the way that
one could update an application. However, Aladdin's update application required
customization for each application created. Aladdin's tool does, however, create a file
almost identically sized and can be written using the API.

The interface to create application that could be updated was relatively straightforward
and included a wizard that allowed for the easy creation of such an application. The
Aladdin tool requires a number of options to be changed in order for remote updating to
be possible. Hwmever, this is all clearly documented in the application. The Aladdin
licensing structure uses two styles of keys, which allows for very simple understanding of
what each does.

Summary

Both companies are striving to create high quality products. Alsddimote update and
SafeNet remote update both implement the remote update procedure in similar ways.
Both require that the developer ship a license update utility with the product and the keys.
The documentation is adequate for both companies. Howghaeldin's was slightly

more indepth with how to configure and use the remote update tools. SafeNet relies
more on the wizards than-tepth documentation, which is not a bad thing, but if a user
has a problem using the wizard, therdapth documentain would be useful. SafeNet's
concept of the distributor key is also a big step in allowing the distribution of a product to
be easier, which could allow for faster delivery of a protected application. However,
because this key could not create remottatgfiles, it was not applicable in this section

of the report.
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Scoring

Remote Updates Aladdin SafeNet
HASP HL Sentinel Hardware Key
Transferring License Flat Files 90 85
Complex License Flat File Tx 100 100
License Update to Several Clier 90 85
Overall 93 90

The scoring ultimately reflects the difference between the ease of use of both products.
SafeNet's product has a default application that will perform the remote update
procedures. They also allow the same level of customization as Aladdimever,

while Aladdin's tool requires customization before it will work correctly, it is well
documented on how to do this, and includes a wizard to step you through the procedure.
Aladdin's developer licensing tool for creating the update file iy@ropinion of the
experimenters, easier to use. Both companies lost points for not allowing an intermediary
party, such as a distributor, access to sell or create remote license updates. In addition,
both companies lost points for not implementingahaity to allow a client to purchase
remote updates without the need to email files.

References

Vendor Documentation
http://www.aladdin.com
http://www.safenetnc.com
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Section 5: Drivers and Libraries

Introduction

This section attempts to evaluate hardware token authentication on the merits of the
packaged device drivers. The functionality testing is limited to Microsoft Windows XP
with Service Pack 2, but does expldne pption of additional supported operating
systems.

For this section, there are 100 total points available. Each experiment was equally
weighted and the scores were averaged. A passing score of 70 was awarded for
experiments that met expectations. Aidaal points, up to total, were awarded for
exceeding expectations.

Experiment 1: Driver Availability

Which operating systems are supported by drivers available from web resources such as
the vendor website, Windows Update, or ogenrce projects?

Assertion

Although the scope of comparison in most tests conducted in this report was limited to

Microsoft Windows XP SP2, it would be remiss to exclude other supported platforms.

The Aladdin HASP HL offered support on a greater number of platforms, andnhaick a
intuitive path to the drivers on the manufac
Windows, Mac OS X, and two major Linux distributions, in addition to scripted

command line installs.

SafeNetds drivers wer e tedtdonlg3ditversonsbft t o f i nd
Mi crosoft Wi ndows. Saf eNetds online text is
several locations (Figure 1.3), despite completing a merger with the company in March of

2004 (Figure 1.4).

HASP-HL 100
Sentinel 70

Experimental Design

Following the included and online documentation, the researchers verified that all drivers
were available for installation. Successful driver installation in Windows is achieved
when the device is displayed properly in Windows Device manager

Analysis

Aladdin Steps
1) Navigate tovww.aladdin.com
2) Click ASupport & Downl oa
3y Choose AHASPO from the d
4) Click AENnd Userso bel ow

so from the top
op down menu
he

d
r
t HASP HL headi
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5) Scroll to the appropriate epating system driver download link. Some scrolling
required at resolutions 1024 x 768 and below (Figure 1.1).

SafeNet Steps

1) Navigate tovww.safenetinc.com

2) Hover
A1 f Ja
4) Cl i ck

from
5 Click

over ATechni cal Supporto from
vaScript is enabl ed, -uzgneouose @B

ASentinel Har dware Key Downl o
the ATop Downl oads/ Hel p Tipso

on ASentinel Har dwar eindtad y 0 . I

instructions will appear.

6) Choos

e Aprotectiono

or

Andriver

onl yo

appropriate link. Some scrolling required at resolutions 1024 x 768 and below
(Figure 1.2).

Supporting Data

HASP Device Driver Downloads

Description

HASP HL Device Diriver
GUI Installation

HASP HL Device Diriver
Commandline
Insztallation

NEW?!
Mac OS5 X Driver
Installer

NEW?!
Mac OS5 X Script-based
Driver Installation

HASP Device Driver
Script Installation

HASP HL Device Diriver
Installation. Supports
RedHat

HASP HL Device Diriver
Installation. Supports
SUSE 8.x and 9.x

Operating
Systems

Win3z2
wins4

Win3z2
Wingd

05 X

05 X

Linux i386

RedHat Linux
1386

SuSE Linux
1386

File

HASPE HL driver setup.zip

HASPE HL driver cmdline.zip

HDD Installer MacOSX.dmag

HHD Script Installation MacOSX.dmg

HDD Linux dinst.tar.gz

HOD RPM RedHat i386.tar.gz

HOD RPM SuSE i386.tar.gz

Figure 1.1i HASP driver download pay

Size Version Released
2.1 MB 5.20 10/2005
1.9 MBE 5.20 10/2005
1.94 1.9 03/2006
ME
143 KB 1.9 03/2006
04 KB 1.8.1 07/2004
31 KB 1.8.1 07/2004
31 KB 1.8.1 07/2004
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Step 1 - Driver Update

Many technical problems involving our Sentinel keys can be resolved simply by
installing the latest system drivers. Pleaze download and install the latest driver
below.

Sentinel Keys Protection Installer v1.0 - {{ Cownload Criverd) For Windows
8/ ME/NT/ 2000/ XP/Server 2003 (Server enly an 2000/XP/Server 2003)

This is the Sentinel Keys Protection Installer. This installer will install bath the driver
and server file for the Sentinel Hardware Key product. Flease note, this is not the
driver for the Sentinel SuperPro or Sentinel Ultrapro. Flease go to the Sentinel
SuperPro or Ultrapro sections for their respective drivers.

This will work for the following key: Sentinel Hardware Key

Sentinel Keys Driver Installer v1.0 - (Download driver)
For Windows 98/ME/NT/2000/XP/Server 2003

Thiz installer will install the Sentinel Keys Driver only. Flease note, this is not the
driver for the Sentinel SuperPro or Sentinel UltraPro. Please go to the Sentinel
SuperPro or UltraPro sections for their respective drivers.

Figure 1.2i SafeNet driver download page

Disclaimer

Flease note, that though we will make the best effort to help yvou, we are limited on
how much support we can actually provide. For most problems, intimate knowledge of
the =oftware package's security is needed. This is information that Rainbow
Technologies is not privy to. For this reason, it is always a good idea to contact the
developer of your software product for suppod We ace limited to the belp only
with: Copied From:

http://www.safenet-inc. con/support/tech/sentinel . asp

» driver instalfFiomEsoes

* minor configuration questions

Figure 1.3rAi Rai nbow Technol ogieso |isted

information
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What you should know about SafeNet

SafeMet, Inc. (Nasdag: SFNT), a glokal leader in information security, offers an
integrated suite of encryption products—hardware, software, intellectual property, and
chips— protecting communications, business data, and digital identities.

In 1983, the company, started in @ basement in Timonium, MD by two NSA engineers,
was born as Information Resource Engineering (IRE). It specialized in =elling
enterprise network security solutions, using encryption technology to protect the
public and private netwarks of financial institutions. Soon it expanded into the federal
government sector.

IRE's first investor was Tany Caputo, current SafeMet Chairman, and CEQ. By the
time the company was renamed SafeMet, Inc. in 2000—taking the name of its
award-winning WFM product line— it had already embarked on a path that would make
it ane of the world's largest and maost respected security crganizations.

The strateaic acquisitions of Securealink BV in the Netherlands in 2002, and Cylink
Corporation in 2003, keyved rapid growth. When SafeMet merged with Rainbow
Technologies in March 2004, it became the world’s seventh largest information
security company. The merger more than tripled SafeMet's revenue base and
effectively doubled the number of shares outstanding.

Figure 1.47 SafeNet merger completiemttp://www safenet
inc.com/company/history.asp
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Experiment 2: Driver Installation (Windows XP)
What steps are required to install the hardware token on Windows XP SP2 interactively?

Assertion
The easiest method for installing drivers is the command line methodrsgppyg HASP
HL . I't i s suggested by both companies to in

installer. All methods listed below resulted in a successful driver installation. There is
an alternate installer on the SafeNet website that does not inbkidgtra Sentinel
Server.

To remove the drivers:

HASP HL: %CD%\WindowslnstalledDrivers, run haspdinst.exe
Sentinel Hardware Key: Rein the driver installer and choose remove.
Both utilities remove the drivers completely.

HASP-HL 100
Sentinel 90

Experimental Design

Following the instructions included with the development Kits, list the steps required to
complete driver install. A successful driver installation is measured by the device
recognition in Windows Device Manager.

Analysis
HASP
The HASP HL documentation (HASP HL Software Protection and Licensing Guide) lists
2 supported methods of software installation: HASPUserSetup.exe and haspdinst.exe.
The HASPUserSetup.exe is a Gtltiven installation program designed for Windows98
through Windows Server 2003.
1) Insert the HASP HL CEROM.
2) Choose fiBrowse the HASP HL CD. 0O
3) Run the installation utility (from the path
%CD%\WindowslInstalledRedistributabléDriversSetup, run
HASPUserSetup.exe).
4) Click Next.
5) Accept the license agreement and then clickalhs
6) Click Finish.
7) Reboot.

Alternate Method from the commadhide:
1) Insert the HASP HL CEROM.
2) Choose ABrowse the HASP HL CD. 0
3) Run the installation utility (from the path %CDMfindowslInstalledDrivers, run
haspdinst.exéi).
4) When the installer is compke it will display a message.
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The following files are installed:
%windirdo\system3®iriverdakshasp.sys
%windir%\system3&irivershardlock.sys
%windir%a\system32akscoinst.dll
%windir%\system3®iriversaksclass.sys
%windirdo\system3®iriverdaksusb.sys

Sentinel
The Sentinel Hardware Keys documentation (System Administrators Guide) recommends
downloading the driver from the websitehditp://www.safenet
inc.com/support/index.asp
1) Launch your welbrowser.
2) Navigate tahttp://www.safenetnc.com/support/index.asp
3) Click onSentinel Hardware Key Downloads/Help Tips (Ult@PsuperPro, Pro)
4) Click on Sentinel Hardware Key
5) Click on download driver next to the headfagntinel Keys Protection Installer
v1.0. (The file is 5.3 MB in size.)
6) Doubleclick on the fileSentinel Keys Protection Installer 1.0.0 (English).exe
7) Click Next.
8) Accept the license agreement and then click Next.
9) ChooseCompleteinstallation and then click Next.
10)Click Install.
11)Click Yes (default) to allow the installer to modify your firewall settings (A
command line window will appear.)
12)Click Finish.

The following files are installed:
%windirdo\system3®iriverdaskeysusb.sys

In C:\Program FilesCommon FilesSafeNet Sentingbentinel Keys Drivar
skeysusb.cat
skeysusb.inf
skeysusb.sys

For the Sentinel Keys Server, the following additional drivers are installed

In C:\Program FilesCommon File§SafeNet Sentingentinel Keys Server
libeay32.dll
MD5CHAP.dll
PwdGenUtility.exe
sntlconfigsrvr.xml
sntlkeyssrvr.exe

In C:\Program FilesKCommon Files§SafeNet Sentingbentinel Keys Serveroot

Cancelinfo.html
CancéinfoApplet.class
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CancelLicenseRow.class
CMd5Chap.class
CMessage.class
CPasswordDlg.class
keyinfo.html
KeylInfoApplet.class
KeysRow.class
LabelAdapter.class
licenseinfo.html
LicenselnfoApplet.class
LicenselnfoRow.class
LicenseRow.class
licenseUsages.html
LicenseUsagesApplet.class
LicLabelAdapter.class
XMLParser.class

In C:\Program FilesCommon File§SafeNet Sentingbentinel Keys Serveootfiresources

AppletResources.class
AppletResources_en.class
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Experiment 3: Microsoft Update
Can the drivers be updatedtamatically via resources such as Microsoft Update?

Assertion
Al addinés HASP HL drivers are available
in their documentation. SafeNet Sentinel Hardware Key drivers are not available.

HASP-HL 100
Sentinel O

Experimental Design

Since traffic during Windows Update is SSL encrypted, the experiment analyzed
windowsupdate.log file stored in the %windir% folder. For this experiment, the user will
insert the hardware token o itallyaseascland e m.
install a driver, o0 allowing the system
The log file was analyzed to verify the response from the website.

Analysis

The Sentinel key was not able to locate an appropriate driveaslteeognized (Figure

3.1) as a USB device, but a search for a matching driver online failed (Figure 3.2). The
HASP HL key was also recognized as a USB device (Figure 3.3), but was able to
successfully find a driver (Figure 3.4).

Supporting Data

COMAPT —————————————

COMAPI —-- START —-- COMAPI: 3earch [ClientId = CDHM]

COMAPT —-——————- SafeNet Sentinel Hardware
COMAPT - Online = ¥esz; Ignore download priority = No

COMARPT - Criteria = "Type='Driver' and DriverHMatc ezst! and
Devicelnstance='U3EYVID 04B9&4PID 50004 5&1EC41FACE0&z '™

COMAPT - ServicelDl = {9452F4E4-E345-453E6-B170-94AA5EC822C7 7}
COMAPI <<-- 3UBMITTED -- COMAPI: Search [ClientId = CDH]

Logent wEEEEEEEEEE AN

Aogent %% JTART %% Agent: Finding updates [CallerId = CDH]
Lgent #FFFFx&FF

Figure 3.17 Sentinel key inserted
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Agent FEFEEERLTEE
hogent %  END *#%  hgent: Finding updates [CallerId = CDHM]

Lojent ®®s s s s e s s oy

COMAPI >>—-—- RESUMED —- COMAPI: Search [ClientId = CDH]
COMAPI - Updates found = 0

COMAPTI —-———————-

COMAPT —- END —- COMAPI: Zearch [ClientId = CDHM]
COMAPT —————————————

CDHM WARMNING: CCdm: :ExecutelearchForOnelriverUpdate failed, error = 0xS0240024
CODN WABNING: CCdm::FindMatchingDriwver failed, error = OxS0240024

CDH WARMNING: FindMatchingDriwver failed, error = 0xS0240024

Report REPORT EWENT: {74C25D04-04CE-45D7-95EL-445F06AAGS3CY 2006-05-15
O7:12:50-0400 1 147 101 {00000000-0000-0000-0000-000000000000 0O 0O CDM
Juccess Software Jyvnchronization Agent has finished detecting items.

CON CancelCDMOperation

Figure 3.2i No driver found

COMAPT @ —————————————

COMAPT —-- ZTART —-— COMAPTI: Zearch [ClientId = CDHM]

COMAPT ————————— Aladdin HASP HL
COMAPT - Online = Yes; Ignore download priority o

COMAPT - Criteria = "Type='Driver' and Driv tch='Best' and
DevicelInstance='USEVVID O529&PID 00014 5&£1BC41F6CE0c1' "

COMAPT - ServicelIDd = {94532F4B4-E343-43B6-B170-9A65BCE22C77)
COMAPT «<<—— SUBMITTED —- COMAPI: Search [ClientId = CDHM]

Lyent #EEEEEETETEELES

bhogent *% START *%  Agent: Finding updates [CallerId = CDHM]
Logent #&xsxsrss

Figure 3.3 HASP HL key inserted

Dnlngr THETRAAANTNTIANSN

InldMgr % 3TART %% DnldMgr: Dowhloading updates [CallerId = CDH]

Dnlngr THEFTEFEATN

InldMgr * Priority = 3, Serviceld = {9458:2F4B4-E343-43B6-B17V0-9L65BCE22C77}
DnldMgr + Opdates to download = 1

Logent w Title = Llsddin Enowledge 3ystewm= LTD. - Other Hardware - Aladdin
U3E Eevy

Aogent * OpdateId = {5ESCES5Z-709A-4415-BA153-530A54EZD3 64} 100

Figure 3.47 Driver found and installed
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Experiment 4: Driver Certification
Are the drivers certified for use on Windows XP SP2?

Assertion

The Aladdin HASFHL Basic, Pro and Net are certified for use with Microsoft Windows
XP Home Edition and Microsoft Windows XP Professional Edition. A SafeNet Sentinel
driver is mentioned as well, but not as specifically as in Aladdin HASP products. It is not
clear thathe driver listed in Windows Hardware Quality Labs (WHQL) is the driver
packaged with the product. As the research showed, it is not the same driver as the one
included or the one available online, which are not WHQL certified (Figure 5.1).

HASP-HL 100
Satinel O

Experimental Design
Research the components using the Microsoft Windows Marketplace.

Analysis

The following HASP products were listed: HASP HL Basic, HASP HL Pro, HASP HL
Max, HASP HL Time, HASP HL Net, HASP HL NeTime, HASP4 USB M1, HASP4
USB M4, HASP4 USB Standard, HASP4 USB Net, HASP4 USB Time, and Hardlock
USB.

The following SafeNet Products were listed, including products previously released by
Rainbow Technologies: Sentinel SuperPro and Sentinel USB Security Device Driver

Supporting Data

HASP HL testing results:
http://testedproducts.windowsmarketplace.com/item.aspx?idltem=649#e5E3Ec06
6934906897526753

Sentinel USB Sagity Device Driver
http://testedproducts.windowsmarketplace.com/item.aspx?idltem=091-B883884¢c
b03a4e18d0e52ebb
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Experiment 5: Driver Redistribution

What steps are required to package the Microsoft Windows XP SP2 drivers with a
software project? Can they be incorporated into the product installer?

Assertion

Both packages provided adequate .msn patch files to package the drivessfsilgce
Upon installation on a new PC image, only the HASP installer successfully recognized
and installed the drivers. Sentinel key drivers were copied but required manual
installation.

HASP-HL 100
Sentinel 70

Experimental Design

Using Microsoft VisuaStudio .NET 2003, the reviewers created a new setup project for
an existing solution file and follow the documentation to create an installation package
that included drivers.

Next, the reviewers inserted the hardware token into a system that habackdeners

introduced. This allowed the hardware wizard to detect and attempt to automatically

install the drivers, after ensuring that the system did not have Internet access. When the
automatic install failed to locate an appropriate driver, the teanthed the setup.msi

file created in the previous step. The team then verified that the hardware token was
recognized in the device manager without a

Analysis

The SafeNet documentation (p 158, Sentinel
and whea to deploy the Sentinel drivers, but it did not actually install the driver for use

during product installation. It stored the drivers at the path Programdolasnon

FilesSafeNet Sentin&bentinel Keys Driver. This performed as documented. Windows

could not locate the drivers by default at that location. When that path was explicitly

chosen, the drivers were then installed properly. The user is prompted during installation
with a warning (Figure 5.1) that the software has not passed Windows [stigg.te
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Supporting Data

Hardware Installation

" 'j The zoftware vou are installing for this hardware:
L
SafeMet Sentinel-5

haz not pazzed Windows Logo testing to werfy its compatibility
with "Windows 2P, [Tell me why thiz testing is important. ]

Continuing your installation of thiz software may impair
or destabilize the correct operation of your spstem
either immediately or in the future. Microzoft strongly
recommends that you ztop thiz installation now and
contact the hardware yvendor for software that has
pazsed Windows Logo testing.

STOF Installation

Figure 5.1 Sentinel Driver not Windows XP verified

Scoring
Drivers & Libraries Aladdin SafeNet
HASP HL Sentinel Hardware Key

Driver Availability 100 70

Driver Installation 100 90

Microsoft Update 100 0

Driver Certification 100 0

Driver Redistribution 100 70

Overall 100 46

The two products reviewed earned widely different scores based mostly on the
implementation of driver distribution. While the SafeNet Sentinel provided all of the
requisite drivers for the reference bbem, the Aladdin HASP HL offered a greater
opportunity for developers wishing to create applications on systems other than Microsoft
Windows XP. The installation applications for both product performed satisfactorily, but
the Aladdin HASP HL offered aocnmand line mode for silent installation and removal

The SafeNet Sentinel installers, while packaged on the CD, encouraged the user to
instead downl oad them from the companyo6s

This comparison would be much closer if SafeNet were able to abrtaer certification
through Microsoft Windows Hardware Quality Labs and subsequently become listed in
Microsoft Update Overall, this would provide a much better experience for customers
and developers choosing to implement this product.
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Section 6: Devebper & Customer Perspective

Introduction

This section assesses the experience a customer or developer would have, using the
hardware keys. For the developer portion, testing will focus on securing a product with
the keys while the customer perspectivd ailalyze use of a product that is secured by
these keys. The report shows the strengths and weaknesses of each device when
evaluating keys for integration. This assessment examines the following details:

Customer Perspective
1 Documentation required tcsa the product
o For example, can the drivers for the key be integrated into the
installer?
1 Cleanliness of the installationAilestallation
o Does the installer place files in a standard location?
o Does the uninstaller remove key software?
1 Appropriateness of agr, alert and information messages
1 Effort required by the user
0 Extra steps to be documented

Developer Perspective

1 Security integration methods (wrapper, API)
T Integration documentation, such as tutor.i
kit
1 Easeofoldi ning a devel operds kit
1 Support available for developers
o Website
0 Support forums
o Telephone (800 vs. Toll call)
Features

The USB devices can be judged on these criteria:

1 Relative Advantagé what makes one device better than another?

1 Complexityi How easy odifficult is it to use?

1 Compatibility Does it work with our existing procedures, policies, and
equipment?

1 Trialability i Can we test it before deployment? (This refers to development
kits.)

1 Observabilityi How does using one product versus anotheremskappear?
(This correlates to the outward customer image.)

Each of these areas can be weighted equally, because they are all of equal importance
when considering adoption of a new technology.
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Relative Advantage for the Developer

Experiment 1.1: Comparison to Traditional Security Models
How does using hardware token authentication provide a more secure distribution of
software?

Assertion

Hardware token authentication devices, like the Aladdin HASP HL and SafeNet Sentinel
Hardware Key, provide a singto-manage protection scheme that is easy to distribute

with commercial software. The devices do not require users to remember or store
lengthy serial numbers, which can be easily distributed, nor do they require collection of
personal information to viglate a unique installation. Hardware keys, with their higher

cost and perceived value, attach more value to the license and reduce the actual software
media to a commodity.

HASP 100
Sentinel 100

Experimental Design
Identify the methods of securing asttibuted application and weigh the benefits and
disadvantages of each type.

Analysis

Security methods can be simply boiled down to these three categories:
1) What you know
2) What you have
3) Who you are

AWhat you know, 0 descr i beththé gackagimg, suthas c an
numbers or codes. Typically, in software distribution, this is a serial number or key code.
Often, keys will have checksum values to ensure authenticity when used to install the
software.

AWhat you haveo ectethaemustbetraderencadugon imdtatationm or |
each use. One such method is trivial lookup. This method was employed by the early
1990s video gam¥-Wing, where text from the user guide had to be entered on each
usage. Another method from the lat8Q@9 and early 1990s prompted the user to insert a
program disk from the distribution into the drive at certain intervals during program
usage. This method was used by software distributor Bullfrog for titles sUdtease

Hospital
AWho vyou abienetricrinbofmatiorsthat identifies the user. While this could

provide very secure software distribution, it also invites a very high level of overhead, not
to mention expensive hardware for measuring fingerprints, retinas, etcetera.
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Todayodosnt mpl emeof hardware token security

With the cost to create exact digital duplicates of software media, efforts to improve
Awhat you haveod s e c-teplicableyharivwane deviger AWSBc e d a
hardware tokemnepresents a higher cost, aa@plicable device. It has the benefit of being
tied to either a single user who carries the USB token, or a single machine with a token
secured to one of its ports. These devices work in the same vein as previous parallel po
security tokens, but take advantage of new PC specifications which often eliminate
parallel ports in favor of more modern USB 1.1 and 2.0 access.

Complexity for the Developer

Experiment 2.1: Security by Shell Required Steps
What are the minimum stepgréred to lock an application using a shell/wrapper?

Assertion

The SafeNet Sentinel Hardware key provided a more streamlined process to create a
simple shellprotected application. The sections in the Quick Shell application are
numbered to easily guidbe user through the required steps. The HASPsétiured
application displayed a cryptic fAiFeature
was reached; the Sentinel Hardware Key message was a much more user friendly
AExecution Li mi messages @tk enddified by bt keystaolkits.

HASP 84
Sentinel 100

Experimental Design

The team installed the HASP toolkit and SafeNet License Designer from the media
provided. From the standpoint of a developer with sufficient knowledge to navigate
Microsoft Windows, the reviewers locked an application using the included tutorials.
The researchers recorded the number of steps, number of decisions, and any additional
options available along the way. In order to maintain compatibility between plafform
the Windows XP SP2 executable wordpad.exe was used.

Analysis
HASP HL approach

1) Launch HASP HL Vendor center from the Start Menu/Program/Aladdin/HASP
HL/Vendor Center (note: Documentation is missing the Aladdirfslder.)

2) Insert the Master HASP key mthe USB port on the computer.

3) Upon initialization, the HASP HL Envelope will detect the Master HASP HL key
and require confirmation of the appropriate vendor code. This will only happen
the first time the software is installed on the workstation.

4) Desigrate which programs to protect by dragging their icons into the right pane of
the HASP HL Envelope GUI.

5) Set the program parameters. The user may customize error message, specify the
frequency of key checks, etc.

6) Select the name of the application to proteam the left task pane.
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7 Set the AProgram number o to an unused val
section.

8) Click Protect in the lower right corner of the window.

9) Launch the HASP HL Factory.

10)Rightc | i ck fAiFeatureso beDow the appropriate

11)Choose New Feature.

12JEnt er a name, such as ACount Feature, 0 an
specified in step 7. Click Save.

13)Rightc | i ck AOrderso in the navigation pane.
14)Choose New Order.

155)Ri ght <click in the Features window and ch
16)Sel ect the fACount Featureodo created in the
17)Sel ect Counter from the AHASP License Fro
18)Sel ect the radio button | abeled fAiSetd an

19)Enter the number 5 in the Activations control. Click.OK
20)Click the Save icon.
21)Click the Execute Order icon.

Sentinel Hardware Key approach

1) Click on StatProgramsSafeNet Sentingbentinel Keys 1 XEnglisnToolkit.

2) Insert the SafeNet Sentinel Developer Key and User Key.

3) Sel ect the r adi olicdiiantwithdhe licénfing bnitéahdosemy app
from belowd in the |icensing options se

4) Check the checkbox AExecution Count. o

5 Enter A50 in the text field for AExecutio

6) Click Prepare Key.

7) Select the source path for the application chosen to lock.

8) Select the destination path for the locked executable.

9) Select the Sentinel Key to bind the application, using the controls in the Key Status
frame.

10)Click Make Shell.

11)Click Make Key.

ct
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Experiment 2.2: Security by APl Required Steps
What steps are required fbock an application using the API using Visual Basic .NET?

Assertion

The Aladdin API toolkit was simple and efficient. It provided a sandbox environment

where knowrgood code was tested on a key to ensure functionality, and the copy and

paste methods adle for rapid code delivery. It was also beneficial that the samples could

be easily downl oaded from Al addinds website,
who are not in possession of the SDK.

The Sentinel SafeNet Hardware Keys SDK contained l&itdo generate code, but did

not include any code samples to show implementation. It also asked for a Developer ID
in hexadecimal, although it was not obvious where this could be obtained. Trial and error
eventually determined it. The API toolkit alsffered a help section, but it was not
searchable and actually worked more like a table of contents.

HASP 100
Sentinel 34

Experimental Design

The research team installed the HASP toolkit and SafeNet License Designer from the
media provided. From theastdpoint of a developer with sufficient knowledge to

navigate Microsoft Windows, the team locked a vb.net application (using API calls) by
following the included tutorials. The researchers recorded the number of steps required
to initialize the key, stora value and retrieve the same value.

Analysis
HASP
1) Launch the HASP Vendor Center.
2) Insert the Master key.
3) Set a language preference in Toolbox (C#, VB) using File>Settings.
4) Select the hasp.login() function.
5) Choose the appropriate vendor code.
6) Copy and pds the data into your Visual Studio .NET project.

7) Add the following line to the top of your .vb file:
Imports  Aladdin.HASP

8) Rightclick on the project name in the Solution Explorer.

99 Choose AnAdd Reference. 0

10)Add this file from the HASHHL CD:
D:\WindowslInstalledAPI\Runtimadotnethasp_net_ windows.dll

11)Select hasp.write in the HASRL toolkit.

12)Copy and paste the resulting code.

13)Select hasp.read in the HAS$R. toolkit.

14)Copy and paste the resulting code.
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Supporting Data

g Solution 'USE Project' {1 project)

= [Z8 USBTest in VB

- ‘&) References
o+ hasp_net_windows
..... <[ System
-+ System.Daka
-+ System.Drawing
----- I Syskem,Windows, Farms
e @ System, kML

----- @ AssemblvInfo.vb

..... Forml.vh

----- hasp_logo_01.qif

----- Safenet. jpg

Figure 2.2.1i HASP DLL in Visual Stlio .NET 2003

Experiment 2.3: Multiple Application Security
Can one key be used for multiple applications?

Assertion

Both keys were easily able to support multiple applications with different options on each
key. For the same reasons outlined in expenin2.1, the HASP application required

more steps.

HASP 84
Sentinel 100

Experimental Design

The researchers created a sieltured application (wordpad.exe) using the tools

provided by the vendor. The team installed this package on a system thétithsteno

any tools installed on it. Using the same key, the team protected a second application
(notepad.exe) with the supplied tool kits. The researchers ensured that both the first and
second applications could still be executed when the hardware kgyegant. The first
application should have adount limit, and the second application should be designated
as unlimited execution.

Analysis

According to the packaged documentation, the Aladdin HASP HL Max key can support
up to 112 unique licenses omiagle hardware token. These licenses may refer to an
individual application or a unique feature within an application.

The Sentinel License Designer permits a developer or distributor to create a license type
that has multiple features, or applicatiofisach shelled application or API can be added

to a custom license using the Designer with his or her own unique options, such as
iteration count or time@xpiration. The limit on applications appears to be memory
bound, not licenseount bound as was fod with the Aladdin HASP HL.
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Compatibility for Developers

Experiment 3.1: Driver Installation/Removal

Does the installer provide a clean installation and removal of drivers and support
software?

Assertion

Both software toolkits provide simple, straightf@rd installers and uninstallers. The
Sentinel installer provided a cleaner uninstall, leaving no trace of its existence on the
system. It would have been better if the uninstaller had been available on the start menu.

Experimental Design

Many files andregistry entries are made by the software installer when new software is
added to a system. Using Total Uninstaller 3.1, each software package was installed and
immediately removed. Log files from Total Uninstaller were analyzed to see which files
or registry entries were added, removed, or updated.

Analysis

HASP has an uninstaller available in its own Start Menu group, as well as within the
add/remove programs control panel. The following files and folders were orphaned by
this program:

c:\program fiesaladdinhasp Hl\vendortool$vendorcentadb\

c:\program filesaladdinhasp HlL\vendortoolsvendorcentddb\monster.mdb
%windows%system3stristop.dll

%windows%system3thasp_windows.dll

%windows%system3¥hasp_msi.dll

SafeNet Sentinel did not have amnstall feature on the start menu, but one was found
within the add/remove programs control panel. There were no questions or prompts. No
files and folders were orphaned by this program.

Scoring
HASP 90
Sentinel 100

Trialability

Experiment 4.1: SDK Procurement

How are SDKs obtained on a trial basis? What are some of the issues or concerns in
obtaining the kits, including cost?

Assertion

Both vendors offer SDKs through an edsyuse web interface that is directly linked
from the product information pe.
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Experimental Design

The researchers procured a development kit from both vendors. The team recorded the
turnraround time for both kits, detailing the procedure involved in obtaining the Kits,
including the number of phone calls. Metrics includederitelivery days, steps to

order, contacts required.

Analysis

Aladdin offers a form on their website to request an SDK. This form is followed up by a
call from a sales specialist who evaluates the individual request and then sends the SDK
free of charge.

SafeNet also offers an SDK kit through a web form interface. This report cannot confirm
the length of time to deliver or the presence of a follgpcall because insufficient time
was allotted for the experiment.

Scoring
HASP 100
Sentinel 100

Experiment 4.2: Support Options

What types of support are available to the developer during a trial phase? Is additional
support available after a purchase has been completed?

Assertion

Aladdin provides better support to the developer with more attentivessgipert,

technical support, and quality documentation. SafeNet provides better hours of support,
which is beneficial for companies located outside the US.

Experimental Design
The researchers visited website for both vendors. The team documented théist o
features available including:
1 Telephone
o Hours
o Type of number
o0 Applicable charges
1 Support forums
0 Anonymous vs. registration
T FAQOs/ Support Library
o0 Quality of documentation
1 E-mail support
0 Turn around time
o Escalation structure
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Analysis

Aladdin SafeNet
Telephone Toll Free Number availablg Toll Free Number availablg
1-866-202-3494 1-800-5456608 (prompt 1)
No phone prompts, 24x7 phone support
answered directly by a No chargdor phone or e
person. mail support
East coast, available @& | 443-327-1242 Andy
No charge for phone Grimada
support or email support
Forums None None
FAQOGs/ Li br ar|Onlyd4forHASPHL, morefSear ch for i
available for HASP4 Har dware Key
ASentinel Ul
20 items available.
Email Support (Form) E-mail form geneated a E-mail form does not work.
sales call. Tests attempted on
Typical turn around is 24 | Windows XP SP2 with
hours. Firefox 1.5.0.3 and Interne
Explorer 6. In addition, the
form does not validate any
e-mail addresses from any
country TLDs (such as
co.uk or .us)
Email Support (Direct) Unable to locate support@safenahc.com

Phone: This experiment began by contacting both technical support centers and
evaluating the support options available for devetsp The phone representative at

Aladdin gave a company greeting and his name. The team stated that they were
evaluating the HASP HL hardware tokens and identified themselves with RIT. The
representative used active listening techniques to confirmuigtigns asked, and then

gave appropriate answers. He was unable to provide any pricing information on a starter
kit or user token pricing.

The next call to SafeNet began with an automated prompting system and a greeting,
which advertisedvww.safenet.biz The researcher pressed A10
which was immediately answered. The technician identified the company but not his
own name. The researchers identified with the same information as the Aladda p

call, this time substituting Sentinel Hardware Keys. The technician misinterpreted the
information and began a script to get callback information. He stated that an engineer
more familiar with the Sentinel Hardware Keys would return the phonehwathys The
researcher refuted that he merely wanted to know what technical support options existed,
and that he was having no technical issues with the keys. The technician was able to tell
him that SafeNet provides 24x7 support using call centers @tberworld, and a sales
representative would be more suited to answer any other questions. When asked to
transfer the call, he transferred it to general phone line in the North Carolina sales office.
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The person who answered that line suggested corgabgnocal sales representative and
provided their local toll number. Upon calling that number, it rolled directly to voice

mail, and the team did not choose to leave a message. Further calls to the same number
also resulted in voice mail, and on therfib attempt, a message was left.

E-mail: The email form was filled out on the Aladdin website requesting technical

assistance. Since the user name on the form did not match an existing registered

company in Al addi nés da tHaibgaieeewherathekey$s es r ep ¢
were obtained, and then gathered that information. Although not registered customers,

the sales rep was willing to answer questions.

The email form on the SafeNet site resulted in an error, shown as figure 4.2.1.

F A Q6 srary: Ndither website had user forums that the team was able to navigate. It
is possible that additional documentation would have been available with the appropriate
customer credentials.

On both websites, the documentation about the most recent hatdiweme was very

sparsd only four documents from Aladdin and two drivers from SafeNet. The scope
was expanded to previous generation hardware for both manufacturers to analyze the
documentation quality, with the hypothesis that any documentation pbtyce

company would be representative of future documentation quality. After importing five
documents from both SafeNet and Aladdin into Microsoft Word, they were each spell
checked and analyzed for grammar and readability. No spelling errors wetedlétec

the Aladdin documents. Multiple spelling errors, including product names, were detected
in the SafeNet documents. In many cases, the sentences were fragmented or entirely
unreadable. Some examples are shown below in figures 4.2.2 and 4.2.1

Supporting Data
Microsoft JScript compilation error "800a03f7

Unterminated string constant http://www. safenat-
ine . com/ support/enduser formgensral - asp

/support/mailplay6.asp, line 128
'Declare variables for the form input fields and the e-mail

Figure 4.2.1
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Customer Connection Center

FAQ

Description:

Question:

Answer:

Date: 11/13/2005

Figure 4.2.2

Iz one license per application would always be consumed in case
of terminal session even iIf license sharing i= enabled?

I= one license per application would always be consumed in case
of terminal session even if license sharing is enabled?

Yes, As per Sentinel UltraPro design, terminal clients will not share
hard limit.

Id: 5010 Version: File size:

Customer Connection Center

FAQ

Description:

Question:

Answer:

Figure 4.2.3

Scoring
HASP 100
Sentinel 40

When I run the sample Lease date , [ got the error "Query to key
failed”

To Run the Samples example for VB : - Module File
UpromepsDesign.bas is generate properly . So Sample Application
Example Project is open without error. - Go to Folder C:\Frogram
FilestSafeMet
Sentinel\UltraProi\1l.0\Toolkit\Samples\Microsoft\Wisual
Bas=ic\LeaseDate - When Run to Vb Project LeaseDate.vbp to Run
Example : Error message as below - Arrive Form to Accept Value
for Developer Id and Passward - Develaper ID {in Hex) : BAZ23 -
Write Fassword (in Hex) : 824F - Press Ok button - Gives Error
Query to key failed.

This i zample programs Development team use the
feature "Expiration Date".

The date has been expired due to which it 1= showing error " Query
to Key is failed” in both Lease Date and Lease Demo sample.
Sample Design can not be modified and expiration date has been
added accordingly when Sample was created. Follow the steps
given below:

Stepl) Cpen thdUltraPra TOOLKIT. )
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Observability for the Developer

Experiment 5.1: Replacement Tokens

What occurs with an application when a hardw
duplicate keys be maderfa customer for a specific application?

Assertion

Creating a duplicate key within the HASR. Max starter kit was easy, but the values

and counters were reset. Both vendors had replacement methods available for failed

keys, but SafeNet did notreturnh e t eamdés call for pricing or

Experimental Design

Part 1: The research team contacted the support line at Aladdin and SafeNet to inquire
about the warranty options for failed keys.

Part 2: The team secured an application (wordpad.exe) usingle lsaxdware token.

The researchers used the application, an
the key and set it aside as fAbroken. o T
new key that could still operate that same software.

Analysis

Using the HASP HL Factory, the order that has the protection features for a specific set

of application(s) can be written to another HASP user key, and the protected applications

will run from either of the two keys. If any of the applications daéme limiting feature

on it, the limits are reset when writing the order out to a different user key. Any
execution counts will return to their initia
the time when the new key was written.

Using the supiied documentation, the team was unable to determine how to initialize a
duplicate key. The supplied test kits contained a single user key, developer key and
distributor key. User keys from a different kit appeared not to be compatible with the
developekey from the first kit. Since an incomplete comparison could not be made, this
fact is not represented in the scoring of the SafeNet product.

Per the teamds conversation with the sales r
are available under wamty within a short time frame, often in-28 hours. Expedited

keys can be made available for mission critical applications. For keys with user damage,

keys can be purchased from the software vendor or distributor.

A message was left on the voice mail the SafeNet sales representative responsible for
our geographical region. He did return our call and leave another voice message, but the
call was outside of the period of this report.

Supporting Data
Experiment was performed over the telephone.
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Scoring
HASP 90
Sentinel 80

Relative Advantage for the End User

Experiment 1.1: Comparison to Traditional Security Models

What benefits does the end user of hgliue/lowvolume software using hardware
token authentication experience over other security aasth What are the
disadvantages?

Assertion

When using a hardware token to authenticate, the user is locked out of the application
unless the token is present. However, one can install and use the application on as many
computers as desired.

With serialnumber authentication, the ender license agreement (EULA) usually

allows the software to be installed on one computer. The serial number is distributed in
some other form, adding another part of the total package (software + serial number) to

run theapplication.

With product activation, the software must
to allow the software to run.

Analysis

There are many benefits for using a hardweased authentication token. First, the

license for the product is stored the key, allowing installation of the software on as

many computers as desired at one time, legally. To use said program, one needs to have
the authentication token present, which prevents multiple copies of the program from
running at once.

The advatages that the authentication token has over other security methods such as
serial numbers, pass phrase lookups, and product activation is that only the authentication
token is required for the software to work. Nothing else needs to be remembered at the
time of installation or use. This is a clear advantage over serial numbers, where one must
remember a string of alphanumeric characters ranging as many as 30 characters. Serial
numbers are generally stored on the CD case, which is another physida¢ sieles the

CD that can get lost, stolen, or broken. There is no user manual needed. Product
activation requires either an active internet connection or a call to the company where
information is collected about the user who is registering the prodid.information

has a chance to be intercepted by malicious third parties when it is sent across these
mediums.

The disadvantage of using a hardwhased authentication token is that the key needs to

be present for the software to run. If the key & o broken, the software cannot be
used again unless another binary is distributed locked with another key. If a serial
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number is lost, one can bemquested (neither HASP nor Sentinel would provide

pricing details on replacement keys) from the dgwel®f the software. Serial numbers

are also vulnerable to internet groups releasing a key generator for the software, which
allows anyone to obtain a valid serial number for that program. In the case of pass phrase
lookups, a table or text file can beade with lists of all the questions and answers, or a

scan of the reference material can be made. Product activation can usually be defeated by
using a key generator for programs that have telephone authentication that will generate a
proper response code

Scoring
HASP 100
Sentinel 100

Compatibility for the End User

Experiment 2.1: Runtime Limitations

How many instances of a program that is secured can be run at once? Do they all have to
be run from the same machine and the same user? Can multiglesssecured

applications from the same machine (on a terminal server)? Can the keys be queried
across the network?

Assertion

Unless the developer specifically denies it, multiple copies of the same locked software
can be run multiple times from theraputer as the same user or different users. The
Sentinel keys can be queried across the network if the keys are set up on a broadcasting
server. Applications cannot be used via Terminal Services.

Experimental Design

1 The researchers locked a programmgioth Sentinel and HASP, and then tried
to launch multiple concurrent copies of the same locked application.

T The team used the ARun As0O command to | au
different users.

1 Under Windows 2003 Server, the team set up Terminaicsrto see if more
than onaemoteuser could run an application while the USB token was in the
server machine.

1 The team set up two machines to see if machine A could query the key on
machine B to run the program on machine A.

Analysis

Programs lockedybSentinel were able to run multiple copies of executable, as along as

the developer did not specifically disable this function. The processes did not have to be

run all from the same user, using the ARun a
two usersould run the same application. However, this was not very useful, as two

users could not use the same system at once. Figure 2.1.1 shows two copies of
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WindowsApplicationl_SHELLED being run by the Administrator user, and Figure 2.1.2

shows two copies dhe same executable being run by Administrator and John.

Programs locked by HASP were also able to run multiple copies of the executables, from

the same user or two different ones by using
Figure 2.1.4 illustrate th.

Both Sentinel and HASP were able to query keys across the network. However, the
developer kits that the team received for both Sentinel and HASP lack this feature, so the
test could not be preformed.

Sentinel applications could not be run on a TeahBerver machine at all. After

installing Terminal Services, trying to run an application that was successfully run on the
same machine before TS was installed, an error that the keys could not be found was
displayed (as shown in Figure 2.1.5). HASBtected programs could be run from

Terminal Services, only if the keys supported it and the functionality was programmed in.
With the keys that were available to be tested, when launching a HASP program while
logged in via Terminal Services, HASP saw thatas running in a virtual environment

and displayed an error, shown in Figure 2.1.6.

Supporting Data

=101 x| =101 x|
~1oi x| 7 Coire e e
Applications  Processes |Performance| Metworking |
Irmage Mame | User Narme | CPU | ﬂ
Snaglt3z. exe Adrniristratar 05
sntlkeyssrvr exe SYSTEM oo
spoolsy, exe SYSTEM oo
swchost,exe SYSTEM aa
sychost.exe METWORE SERWICE ul]
swchost,exe SYSTEM aa
swchost,exe METWORE SERWICE ul]
swchost,exe LoCAL SERYICE oo
System SYSTEM aa
System Idle Process SYSTEM 78
i taskmgr.exe Adrniristratar [ulu}
TscHelp.exe Adrninistrator oo
e UpdaterJl.exe Administratar oo
wskskmgr . exe SYSTEM [uln}
IE Windowsapplicationl_SHELLED.exe  Administrator oo
Windowsapplicationl_SHELLED.exe  Administratar [ulu}
winlogon, exe S¥STEM o
File al wscnkfy, exe Adrniristratar oo i
4| | 3
mj R
- I Shaw processes From all users End Process |
# M
C
ar [Frocesses: 33 |cPU Usage: 223 |commit Charge: z74M | 1250M

Figure 2.1.1i Two copies of WindowsApplicationl_SHELLED, wrapped in a Sentinel
Envelope, being run locally by the Administrator user.

72



®Hello World ] ] £ windows Task Manager ] 4
EEHE“D world -|O| x|l File Options ‘“iew Help
&pplications ~ Processes |Peanrmance | Networkingl

Irnage Mame | User Narme | CPU | ;l
Snaglk3z.exe Adrninistratar 06
sntlkevssrvr . exe SYSTEM i}
spioolsy, Bxe SYSTEM [ali}
svchost.exe SYSTEM ali]
svchost, exe METWORE SERVICE ]
svchost.exe SYSTEM ali]
svchost, exe METWORE SERVICE ]
svchost, exe LCAL SERVICE ]
Syskem S¥STEM oo
System Idle Process SYSTEM Q4
taskmar.exe Administratar i}
TscHelp.exe Adrniristratar [ali}
Updaterll exe Administrakor ali]
wskskmar.exe SYSTEM [ali}
windowsapplicationl _SHELLED.exe  john i}
windowsapplication1_SHELLED.exe  Administrator i}
winlogon.exe SYSTEM oo
wscntfy.exe Administrator i} -
a| | k]

™ show processes from all users End Process |

|Prncesses: 33 |CPU Usage: 7% |C0mmit Charge: 275M f 1250M 2

Figure 2.1.21 Two copies of WindowsApplicationl_SHELLED, wrapped in a Sentinel
Envelope, being run locally by the Administrator and John users.

—Ioix —I0ix
il [ e opirs v
Applications ~ Processes |F‘erF0rmance I Metworking I

Image Marme | Lser Marne | CPU | e Use:l
SMS5.EXE SYSTEM aa 37
Snaglt3z.exe Administrator 13 742
spoolsy.exe SYSTEM oo 6,02
svchost, exe SWSTEM ala] 4,49
svchost, exe METWORK SERVICE oo 39
swchost, exe SYSTEM oo 22,43
svihost, exe METWORE SERVICE oo 3,00
svchost, exe LCZAl SERVICE oo 4,34
System SYSTEM oo 22
Swstern Idle Process SYSTEM a6 1
taskmagr.exe Administrakar on 3,92
TscHelp.exe Administrator on 1,75
UpdaterlJLexe Administrator oo 2,09
vendorcenter, exe Adriristrakor oo 5,62
wskskrgr . exe SYSTEM oo 34
windowsapplicationl .exe  Administrator on 14,58
windowsapplicationl .exe  Administrator oo 15,34
wirlogon.exe SYSTEM ali} 5,96 >
4| |

[ Show processes From all users End Process |

Frocesses: 32 |CPU Usage: 15% |commit Charge: z46m f 1250m 2

Figure 2.1.31 Two copies of WindowsApplicationl, protected by HASP, being run
locally by the Administrator user.
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=101 x| =101 x|
Applications  Processes |PerF0rmance I Networkjngl
Image Mame | User Mame | P | Mem Useﬂ
SMss . Exe SYSTEM ao 37
Snaglk3z. exe Adrninistrator 3] 11,25
spoolsv, exe SYSTEM a0 6,02
swchosk.exe SYSTEM a0 4,47
swihosk.exe METWORE SERVWICE uin} 3,91
svihoskexe SYSTEM uin} 22,72
svchosk,exe METWORE SERWICE oo 3,00
svchosk.exe LAl SERVICE ao 4,34
System SYSTEM ag 22
Swstem Idle Process SYSTEM az 1
taskmgr.exe Adrinistratar oo 3,94
TscHelp.exe Adrinistratar oo 1,75
Updaterl,exe Administrator ala] 2,09
vendorcenter.exe Adrninistrator a0 5,62
wstskmgr.exe SYSTEM a0 34
windowsApplicationl.exe  Administrator a0 14,58
windowsapplicationl.exe =2z oo 18,607
winlogon, exe SYSTEM oo 6,34 ™
4| |
[~ sShow processes From all users End Process |
[Processes: 32 |CPU Usage: 10% |commit Charge: 242M f 1250M g

Figure 2.1.41 Two copies of WindowsApplicationl, protected by HASP, being run
locally by the Administrator and zz users.

WindowsApplicat x|

@ E0205 -- Sentingl key nat Found.
0] 4 |

Figure 2.1.5 The error displayed when trying to run a Sentinel protected application on
a Windows 2003 machine with Terminal Serviossalled.

HASP HL Protection System |

@ Tetminal services (remaoke terminal) detected (HODZ7)

Figure 2.1.61 The error displayed when running a HASP protected program in Terminal
Services.

Scoring

HASP 100
Sentinel 40
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Complexity for the End User

Experiment 3.1: User Interaction

What are the steps required for a user of an applicatioich is secured with a hardware
token authentication system, to execute said application normally?

Assertion

In the case of a wrapped or shelled application, the key must be inserted into the machine
before the program is launched, as there are catle noethe key when the binary is

initially run to verify that the key is present.

In the case of API calls, whenever there is a call in a section of code that requires
something from the key, the key must be present. There are calls available to query
whether the key is present at specified intervals.

Experimental Design

The research team locked an application using both Sentinel and HASP. The team
wrapped all the files needed to launch the protected application together in an installer. It
deployed tle installer package to a separate computer and document each step required to
launch the application successfully.

Analysis

For both Sentinel and HASP, after the installation packages are installed containing the
drivers needed for each to run the keyd @ne protected application deployed, the user
must insert his key into a USB slot. Once the machine recognizes and initializes the key,
the user must then launch the application. Before the program is launched, the keys will
be queried. If they are tlworrect keys, the program will launch.

Scoring
HASP 100
Sentinel 100

Trialability for the End User

Experiment 4.1: Trial Scope of Features

What are the restrictions that can be applied to an application used for trial purposes?
What methods are there éxtend this trial period?

Assertion

The program can be locked with a run count limit, after a certain amount of days, or until
a specific time.

Analysis

Both Sentinel and HASP protected programs can be distributed wititimbed
installations. Botlproducts support the same three licensing models: limited number of
program executions, unlimited use until a certain date, and a time limit from when the
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applications are protected. When the time limit is up, the programs will refuse to run.

The Sentine application will di splay a dialog tha
or AProgram Ter mi nal Date/ Ti me reached. O T h
simply stating, AFeature not found. O These
throudh 4.1.3.

To extend the trial period for a Sentinel protected application, the user must first open the
Secure Update Utility and attach the USB key. Once the key is connected to the system,
the user must click on Generate Request Code, which will ke for the

information stored on it. The user is then present with a dialog box prompting him to
save the Request Code File to a location of his choice. Once this is done, the user must
contact the developer and request that his application liceresadreled, and send the
Request Code File to the developer.

When the developer receives this request along with the Request Code File, the developer
then opens a copy of the Update Manager, and selects the License/Feature radio button
and clicks on Add A new dialog entitled Add Action or Features is presented, and the
developer will then click on Add Command. From the Commands dropdown box, the
developer then selects the feature he wishes to add. A value is then specified and the
developer clicks OK At the Update Manager screen, on the Key Activator tab, the
developer will then load the Request Code File and select the features to be added. Once
all the features are loaded, the developer will click on the Generate update code button.
Upon successfulpdate, a new dialog will appear and the Update Code file must then be
saved.

The developer then sends the Update Code file back to the user, and the user inserts his
USB key and loads the Secure Update Utility again, opening the Update Code file. Once
the file is loaded, the user clicks on Activate Application. Upon successful update, a
dialog will appear.

To extend the license for a HASP protected application, one must first open the Vendor
Center and select Envelope, and then add the program desimedlify the license for to

the project. Under Protection Details, select an unused program number to store the
protection feature, and then click on Protect to make the secured executable.

Next, open the Factory from Vendor Center. Under the devetople for the specific

set of keys, click on Features, and then right click in the right pane and select New
Feature. Specify a name for the feature chosen to add, and click on the Save icon to save
it. Under Packages for the developer code, right atitke right pane and select New
Package. Give this new package a name, and then right click in the lower features area
and select Add Feature. Choose the form of licensing desired (in this case, a counter) and
desel ect AUNI i mi tmuchhkerohactivationsatd anyonarsber, andkick t h e
OK. Click on Orders, and then right click in the right pane and choose to add a New
Order. Name the order, and then right click in the lower pane and choose to add the
package just created. Once this is€losave the order, right click on it, and choose to
Execute Order. Insert a user key, and this will write the licensing data to the user key.
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Supporting Data

Windowsapplicat x|

Q E0213 -- Program usage counk exhausted,

Figure 4.1.11 The dialog shown when the user has exceeded their program execution
limit in a Sentinel protected program.

WindowsApplicat x|

@ EO2Z27 -- Program Terminal Date) Time reached,

Figure 4.1.2i The dialog shown when the application time limit has expired in a Sentinel
protected program.

HASP HL Protection Sys X|

@ Feature naok Faund (HOO31)

Figure 4.1.31 The dialog shown when the user has exceeded their program execution
limit or the time limit expire in a HASP protected program.

77



_lEix

The Secure Update utility allows pou to update the hardware keys. Make sure that the
hardware key iz attached to the system while you uze this utilit,

— @enerate request

Click the Generate Request Cade button and save the request code file [req). You need ta
zend thiz file to your software vendor,

Generate Request Code

— pdate hardware keyp

Browsze for the update code file [.upw] and click the Activate Application button.

3

Activate Application

Help | Est |

Figure 4.1.4i The first step in updating the time limit license in a program. The user
inserts their key and generates a request code.
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Sentinel Keys Toolkit ] 4|
File Tools Options Help

Tools

U pdate Manager Here you can add actions and generate codes to update hardware keys remotely,

License Template ILimn License ID: 0x3F84 Last modified: Sun, 14 May 2006

Quick Shell

B

; Add Actions | Key Activator

License Designer Actions List I Action types

@ License/Featurs

 Bentinel Key

|»

Add Actions

This is where you can prepare the

@

actions, which consists of one or more
Licenze Managetr
" Distributor key comrmands, that are used to remotely
é update keys

Update Manager Licence/Feature

Edit... |
Rermove | contain commands used to update the

licenses and/or features contamed in

Sentingl keys.
Key Status &

Use this type to define actions that

2

AP Explorer

Key Type: Sentinel Key Sentinel k =
Dew I 089794394 . .
Serial Mo O Use this type to define actions you can
uze to update the properties of Sentinel
@ By =g p prop

keys that are independent of the licenses

iz s that they contait.
< Keys

Distributor key LI

Figure 4.1.51 The Update Manager, where the developer is able to add in license
adjustments.

Sentinel Keys Toolkit - Dlﬂ
File Tools Options Help

Tools

U pdate Manager Here you can add actions and generate codes to update hardware keys remnotely

@

License Template ILimi‘l License ID: 0x3F84 Last modified: Sun, 14 May 2006
Gick Shell

Add Actions  Key Activatar

¥

License Designer Load request code

Click this button to selectthe raquest code file (red)

@

iz MEEE — Reguest code information
Template Name: Lirmit
License ID: Dx3FBd Licenge ID: [meares
Select action(s) to be performed on the hardware key:
Update Manager .
~ lirnit update: Serial number: gl

£

Harchirare key type: ISemime\ Key ! Won-RTC
AP Explarer
Requestar systern date: |5I1 42006
Key Status
Key Type: Sentinel ey Device date: |5.l’1 42006

Devil:  Ox99794394
Serial Mo 0x1

> 2
L)
@ Generate update code => |

e 2] 5|0
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Figure4.166 The devel oper | oads the userds request
adjusts the execution limit, and then generates an update code.

ESEEUI‘E Update Uktility

=101 %]

The Secure Update utility allows pou to update the hardware keys. Make sure that the
hardware key iz attached to the system while you uze this utilit,

— @enerate request

Click the Generate Request Cade button and save the request code file [req). You need ta
zend thiz file to your software vendor,

Generate Request Code

— pdate hardware keyp

Browsze for the update code file [.upw] and click the Activate Application button.

C:ADocuments and Setings'Administrator My Documentsupdate 8 |

|| Achivate Application I

Help | Est |

Figure 4.1.71 When the user receives the update code file from the developer, the user
then loads the Secure Update Utility, loads the update code file, and attempts to activate
the application.
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ASP HL Envelope - New Project (Default Template)
File Edit Actions Help

_ol x|
IEEETEN e ® # [ Aladdin
HASP HL Envelope Praject |
=B Programs Programs
Pk windowsdpplication
HTSP HL Profile | Mame Input Add Programs |
@--uProtectlon Template Settings El:‘ﬂ Windowsdpplication1 C:\Documents and SettingziAdministratorsD esktopiwindowsapplication \bin'Wwindows Delete Programs |
L [ERwinse
e -MET
[ User Messages
Fratect 5 elected |
«| | J Protect Al
Index | Diate & Time Log Message |
#0000 5/16/2006 2:55:38 PM HASP HL Envelope started
List of programs in the project, start protecting from here Y

Figure 4.1.8 Add the program to which you wish to edit the licensing scheme.
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ASP HL Envelope - New Project (Default Template)

File Edit Actions Help

(=] ]

EEETENEL: R # | Aladdin
HASP HL Envelope Project ) )
& [ Progams Protection Details

=----_rgWindDW&Qpplicatiom Input file IE: \Documents and Settings"AdminiztratorsDesktopyWWindowstpplication Ybin\wWindowsApplication. exe |

HASP HL Profile

E--L_:I:Protectiﬂn Template Settings Output file |EI: “Program Filez\aladdintHASP HLWWendorT ools\WendorCenter\protectediwindowsapplication] . exe |
L [ERwinse
P et NET IRy ED G B&Set Program number
“[[l User Messages HASP HL zearch mode

{* Local and remate ¢ Local anly = Remate only

[~ Count remote login per process

Fratection type: Clazs Level -
Classes selected for protection; Classhame [WindowsApp
Refresh | windowsApplication
Select all |
Unzelect Al |
Then Protect
M B

[~ Overide protection template settings

Index | [rate & Time Log Message
#0000 5/16/2006 2:55:38 PM HASP HL Envelope started

Select the parameters for the file o protect

4

Figure 4.1.91 Set the program number to an unused number, krkifrotect to make
the protected executable.
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&* Feature Licensing Terms

Figure 4.1.10° Set the licensing model and terms.
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& HASP HL Factory

File Actions Tools Help

=0l x|

IEIE-1E

I =EE
|

£ ® [ Aladdin
Mavigation Fane Batch Eatch Code Mame Comment Created | HASF D | Talgei
EI =uf atches DEMOMA DEMOMA Johh Dos Anorder of the ... 8/31/2004 12:0... Any Con...
: = DEMOMA DEMOMA DEMOMA Juzt Memary This order just u... B/31/2004 12:0... Any Car..
B eatures DEMOMA DEMOMA LargeSaft Ltd. The customer ar.. 8/31/2004 12:0.. Any Con...
DEMObA DEMOMA Small Hoowvercra... Order for 5 floati.. 8431/2004 12:0... Any Con...
WAl Edit Crder CEHE
=l Delete Order Chrl4+-D
buplicate Order  Chrl4+-L
;' Execute Order  Chrl+O
Iew Order (CErl+HM) /d

Figure 4.1.111 Make a new order.
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;3; Order Editor

File Actions

=0l x|

R =

Batch [wrTTZ = HASP 1D [Unknown

REIE |time biazed limit

Description

Target I Connected Key vl I~ Request acknowledgement

Paozzible Hardware |H.-’-‘«SP HL Prao, HASP HL Max

Program Mumber | Feature Licenze Form License Fesult

i1 time bazed limit Counter Activationz: 5

Features IMemory I

Figure 4.1.12 Add the package that contains the features you created.
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i HASP HL Factory _|o] x
-]

File Actions Tools Help

|25 [ B8 B X R 8 % [ Aladdin
Mavigation Fane | Batch Eatch Code Mame Comment Created | HASF D | Talgei

EI =uBatches DEMOMA DEMOME John Dos Ap order of the ... 8/31/2004 12:0... Any Con...
V= DEMOMA DEMOMA DEMOMA Juzt Memary This order just u... B/31/2004 12:0... Any Car..

#PFeatures DEMOMA DEMOMA LargeSaft Ltd. The customer ar... 8/31/2004 12:0... Any Caon...
'----:épackages DERObds DERMOMA Small Hoovercra... Order for 5 floati.. 8/31/2004 12:0... Any Can...
AT W TTE New Order el it BAE/2006 2:39... Any Con...

]
4 Features 8, Edit Order Chrl+E

:ﬂ ackages ] Delets Order Chel+D

Duplicate Order  Crrl+U

Execute Order (Chrl+0) A |

Figure 4.1.13 Execute the order thaby just created. This will write the license data
to the user key.

Scoring
HASP 70
Sentinel 100
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Scoring

Customer & Developer Aladdin SafeNet
Perspective HASP HL Sentinel Hardware Key
Relative Advantage (2 tests) 100 100
Complexity (4 tests) 96 79.5
Compatibility (2 tests) 95 70
Observability (1 test) 90 80
Trialability (3 tests) 90 80
Overall 94.2 81.9

Relative Advantagei Using hardware token authentication as a licensing model for

software applications has many advantages as well as disaghsantacenses are, in

general, very different for these applications versus applications protected by other means

(serial numbers, product activation, etc). The best choice can only be made by the

purchasing user, as he must make the decision if a physken with its licensing model

of Awhere the key goes, the |icense goeso i s
Afone install per machine per serial/ activat:i

Complexity T Overall, the HASP package had adf level of detail over the whole
protection process than Sentinel. There were more steps required in using the HASP
package; however, the whole experience felt morefusedly. Sentinel had a shorter
and easier process to wrap a shell around atirexigrogram, but the experience of

trying to integrate the Sentinel API into a program could be improved. Farsamd of
both products, after the protected applications and drivers were successfully installed,
there was very little difference in runigiprotected applications.

Compatibility 7 Both products performed in as expected on the test platform. The

HASP uninstaller could be improved to remove all the files installed on the system,
instead of leaving the four files the uninstaller failed tooee When a protected

Sentinel application was run on Windows 2003 Server, the program was able to query the
key and launch the application. However, after the Terminal Services service was
installed on the machine, the program reported it was unafieltthe keys.

Observability T The HASP kit with which the experiments were preformed came with

one developer key and five user keys. There were no issues in making a replacement key
if the first key for a protected program was lost or broken. Ther&kit contained

only one user key, and attempts to use a second user key from another Sentinel kit was
met with an error saying that the developer/user key combination was invalid, making the
test less complete that expected. Attempts to contact SafeNegh the proper

channels to obtain better information about replacement keys were met with difficulty.

Trialability T HASP offered better phone support and quicker turnaround time for

inquires about receiving a development kit. Sentinel was not@bdurn the calls made

to them within the period of this experiment
worldwide customers, and it appears their call centers are more diversified. HASP has a

more complicated structure of adding an expiring licéagsbeir protected programs, as
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well as poorer default error messages.
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Section 7: Application Programming Interface

Introduction

In order to compare the Aladdin HASP HL and the SafeNet Sentinel, a set of
expectations were developed before each unit wasiaed. Once these were

developed, a scale was generated for use in scoring the two products. Some features
sought in these products are language support, compiler support, consistency of
implementation across supported languages, and API ease of use.

To compare the products offered by SafeNet and Aladdin fairly, a default test platform
was chosen. The platform consisted of a default installation of Microsoft Windows XP
with Service Pack 2 with every security update available as of April 28, 2006capplie

Features

The SafeNet Sentinel hardware key supports three compilers: Microsoft compilers,

Borland compilers, and Java compilers. This resulted in a fair amount of languages
documented as supported. The SatftheNet inst al
programming interfaces. 0 -ti@edwiadowiei s opti on i
displayed showing the option to view Microsoft Compilers (Static & Dynamic), Borland

Compilers (Static & Dynamic), and Java Compilers (Dynamic). The languages

supported H the aforementioned compilers are as follows: C, C# .NET, Borland Delphi,

Visual Basic .NET, Visual Basic 6.0, Java, and Borland C++. Each language

implementation has a similar set of method calls that interact with the USB hardware key.

When using th&afeNet API, the team found that not only does it include support for

128-bit AES encryption, but it also includes support to read and write information to the

key. Due to a recent update to the SafeNet product line, the only currently supported

platformis Microsoft Windows XP.

The Aladdin HASP HL features the ability to run on the three most used platforms
available to users and developers alike. These platforms include Mac OS X, Linux
distributions including RedHat, SUSE, and Microsoft Windows 98dghdserver 2003.

The HASP HL uses Digital Rights Management software protection based on AES and
RSA algorithms. On page 18 of the HASP Habftware Protection and Licensing Guide,

it indicates to use the APl when access to the source code is avaithllbem

customization of the protection system is desired. The HASP HL uses methods inserted
into the source code to protect the software. These methods can be used to lock out parts
of the application unless the key is inserted, as well as store ¥itahation needed by

the program.

Experiments to be performed

A default installation of each hardware USB key was performed to provide a standard
testing base. A full comparison of the compiler support between the SafeNet Sentinel
and the Aladdin HASP HLéys was performed. Basic compiler support testing was
conducted on both the Aladdin HASP HL and the SafeNet Sentinel hardware keys.
When the compiletesting phase was complete, each language supported was tested for
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levels of completeness and qualityimplementation. All languages tested included a
corresponding eas&-use experiment. Once preliminary compiler and language testing
was complete, each method called under the languages used was evaluated for
consistency across languages.

Interpretation of results

For each experiment that was run, a complete comparison of the actual results was
compared to what each company stated in its documentation. Each of the following
experiments was rated with a scale from 0 to 100. Due to the natural depes derici
into the structure of the applicatiggnogramming interface, when the experiments were
completed an average was taken of all API scores.

Experiment 1. Language Support

Description
The language support experiments consisted of testing both $&ehael and Aladdin
HASP HL for supported programming languages.

Assertion

Language support by both of these products was sufficient. The base languages
supported by the corresponding toolboxes were almost identical. The SafeNet API
Toolbox had builin code sketch generators for ANSI C, Borland Delphi, C#, Visual
Basic, Visual Basic .NET. The Aladdin Toolbox supported C, C#, C++, and Visual
Basic .NET for automatic code generation. Considering the languages that have the
built-in code generation gdities, each product was arguably similar. Looking deeper

into the supported languages, it was found that both Aladdin and SafeNet share the most
common core languages. Aladdin had support for more obscure languages like 4D and
AutoCAD. Excluding thisthe Aladdin HASP HL and the SafeNet Sentinel Hardware
Keys had similar language support.

Experiment

A multi-stage experiment was conducted to test the language support offered by the
SafeNet Sentinel and the Aladdin HASP HL hardware keys effectivelthanoughly.

The two main objectives in this experiment were to find the extent of the languages
supported. In addition, the code samples supplied by each company were reviewed for
quality.

The first stage of experimentation was to find the supportegliges referenced in the
documentation of t he rgedepAdtertllithe mformationuf act ur er
from the useguide was collected, a default install of both the SafeNet Sentinel API

Toolbox and the Aladdin HASP HL API Toolbox was performed.
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Analysis

The researchers collected information about supported languages from both Aladdin and
SafeNet. The SafeNet Sentinel supported languages are listed in Figure 1.1.1 under
supporting data, and the Aladdin HASP HL supported languages are listigdia

1.1.2. The data presented by both companies showed that the Aladdin HASP has more
supported languages overall. It is worth noting that some additional languages supported
by HASP are relatively obscure, such as 4D and AutoCAD.

Supporting Data

Borland C C# Delphi Dynamic
Visual C++ Visual Basic Java 1.5
COM Visual Basic .NET Borland C++
Delphi Static

1.1.17 Languages supported by SafeNet Sentinel via document reference

4D C# AutoCAD
Delphi Dynamic Delphi Static FoxPro
Java REAL Basic Visual Basic .NET
C Visual Basic C++

1.1.27 Languages supported by Aladdin HASP HL via document reference

C C#.NET Borland Delphi
Visual Basic Visual Basic .NET

1.2.17 Languages supported by SafeNet Sentinel using a default installation
running onthe test platform

C C++
C#.NET Visual Basic .NET

1.2.27 Languages support by Aladdin HASP HL using a default installation
running on the test platform
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Experiment 2: API Toolbox Ease-Of-Use

Description

The Application Programming Interface is whatkthe important functions for the

developer reside. This is where the code sketches are generated for use in applications as
well as testing functionality of the developer license models. A rating was given to both
SafeNet and Aladdin, which was basedhow easy it was to get source code with full
functionality to have protected areas of code that would not run unless the hardware key
was inserted.

Assertion

Both SafeNet Sentinel Hardware Keys and Aladdin HASP HL included sample code.
However, manyimes the sample code for both products did not work even when
instructions were followed to the letter. The researchers found the documentation to be
insufficient in the areas of setup and linking the required dynamic link libraries. That
being said, sing the toolbox to test license models worked flawlessly. The researchers
believe that implementing the actual hardware key into the program via the API method
calls was not documented sufficiently or effectively.

Experiment

Multiple "hello world" applications were writing in a C# and Visual Basic .NET.

Referring to the sample programs used in experiment 1, the simple "hello world"
applications were chosen because of the simplicity of implementation and readability of
the source code. The steps reseaey to implement the hardware key into the code were
observed and recorded. If a complete implementation of the hardware key was not
possible in the time allotted for each application, then it was noted where the researcher
had a problem and what mayeabeen the cause.

Analysis

It was apparent that there was not sufficient documentation to complete this task
effectively or efficiently during the initial phase of this experiment. All of the

researchers understood how to use the API from the docuroantaut a consensus was
reached among the researchers that insufficient documentation existed to merge the API
functions into the application. The sample code offered did not run successfully or exited
prematurely. These errors included:

1 C# and VisuaBasic .NET both returned the same error when trying to reference
the .dll file in the project when using the SafeNet API.

1 The C API had a link failure when trying to link both dynamically and statically
when using the SafeNet API.

1 The researchers fournlde Java implementation to be difficult to use because

supplied documentation was not sufficient for both the SafeNet API and the
Aladdin API.
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The actual toolbox for the SafeNet Sentinel was easier to navigate and presented more
information to the user.

Experiment 3. Method Consistency between Languages

Description

The Application Programming Interface is like a toolbox for all the important functions

developers use. The supplied tools from each vendor provided the ability to create code

sketches. Thee sketches can be used in applications. There is also an interface for
testing the functionality of the devel oper 0s
SafeNet and Aladdin based upon how easy it was to get source code with full

functionality to potect areas of code.

Assertion
Both the Aladdin HASP HL and the SafeNet Sentinel API's were functionally equivalent
between the supported languages.

Experiment

For the experiment, we chose to view the code sketch to query the key generated by the
Aladdin HASL Toolbox and the SafeNet Sentinel Toolbox respectively. After the code
sketches were generated, they were compared to each other. The input required and the
output generated was tested and reviewed to ensure functional equivalence between the
supprted languages.

Analysis

Code consistency is very important when developing multiple applications in different

languages. Learning an APl once and being able to implement the API quickly and

easily saves time and mone(figures3A& 8.03),di ng to t
is apparent that SafeNet has a very strict standard when creating the code sketches from

the toolbox. In each of the sketches provided, there are 4 variables with the equivalent

type of an unsigned int, then the required Gathse() method. The Aladdin HASP has

some discrepancies between languages that may be worth mentioning. According to our

test, the result is the same but errors are handled differently when using the C APL. If the

C APl is being used, each method isdied on a casby-case basis.
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Supporting Data

unsigned long int status;
unsigned long int DeveloperID;
unsigned long int liclD;
unsigned long int flags;

status = SFNTGetLicense( DeveloperID,
SOFTWARE_KEY,
licID,
flags,
&licHandle );

3.1.1- ANSI C SafeNet GetLicense Method Call

uint  status;

uint  DeveloperlD;
uint  liclD;

uint  flags;

status = satinelkey.SFNTGetLicense(  DeveloperiD,
SentinelKeysLicense. SOFTWARE_KEY,
liclD,
flags);

3.1.2- C# SafeNet GetLicense Method Call

Dim status  As Int32
Dim DeveloperID Asnit32
Dim licID As Int32
Dim flags As Int32

status = sentinelkey.SFNTGetLicense( DeveloperID, _
sentinelKeysLicense. SOFTWARE_KEY, _
liclD, _
flags)

3.1.3- Visual Basic .NET SafeNet GetLicense Method Call
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const hasp_feature_t feature = HASP_ PROGNUM_DEFAULT_FID;

hasp_handle_t handle = 0;
hasp_status_t status;

unsigned char vendor_code][] = "vendor code goes here";
status = hasp_login(feature, vemdcode, &handle);

/* check if operation was successful */
if (status '= HASP_STATUS_OK)

switch (status)

case HASP_FEATURE_NOT_FOUND:
break;

case HASP_CONTAINER_NOT_FOUND:
break;

case HASP_OLD_DK/ER:
break;

case HASP_NO_DRIVER:
break;

case HASP_INV_VCODE:
break;

case HASP_FEATURE_TYPE_NOT_IMPL:
break;

case HASP_TMOF:
break;

case HASP_TS DETECTED:
break;

default:
break;

}
}

4.2.1- HASP Login Method in C

HASPFeature feature = HASPFeature.ProgNumDefault;
string vendorCode = "vendor code goes here";

HASP hasp = new HASP(feature);

byte[] code = ASCIIEncoding.DefauetBytes(vendorCode);
HASPStatus status = hasp.Login(code);

if (HASPStatus.StatusOk != status)

//handle error

}

4.2.2- HASP Login Method in C#
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Dim feature As HASPFeature = HASPFeature.ProgNumDefault
Dim vendorCode As String = _"vendor cogiees here"

Dim hasp As HASP = new HASP(feature)
Dim status As HASPStatus = hasp.Login(UTF8Encoding.Default. GetBytes(vendorCode))

If (HASPStatus.StatusOk <> status) Then
‘handle error
End If

4.2.3- HASP Login Method in Visual Basic .NET

Summary

The researchers believe that both of the application programming interfaces have room
for improvement in their documentation. This assertion is based on the difficulty
experienced with getting the applicatiprogramming interface implemented into the
previousprogramming projects.

Scoring
API Aladdin SafeNet
HASP HL Sentinel Hardware Key
Language Support 100 80
API Toolbox Easef-Use 50 60
Method Consistency 75 100
Overall 75 80

Language Support
The languages supported by both products were sufficiedm Aladdin HASP has more
documented support languages, earning it a higher score.

APl Toolbox Ease-of-Use

The researchers found both products to be hard to use due to lack of documentation.
Many of the vendesupplied samples were unable to executhiwthe test

environment. From the point of view of a developer who may have never used such an
API, both products may be intimidating. Improving the documentation, or providing a
systematic guide similar to provided shell documentation, would imphavexperience.

Method Consistency between Languages

For the SafeNet Sentinel, every language has nearly identical implementation code.
Therefore, if the developer knows the syntax to a supported language he can have a
working method by looking at the de sketch. The Aladdin HASP does not provide the
same level of compatibility. With a C implementation, more information supplied to the
user, such as type of status error if not successful, would be helpful. Other languages
provided asucces®r no sucessvariable.
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Section 8: Vendor Tools

Introduction

There are graphical tools supplied to developers in every development kit from SafeNet
and Aladdin. These vendor tools should be versatile enough to implement license models
in almost every type of application the developer creates. Some of the atapos in

usability of the vendor tools are customization of the license models, vendor tools user
interface, and quantity of sample code.

To compare the products offered by SafeNet and Aladdin fairly, a default test platform
was chosen. The platform sted of a default installation of Microsoft Windows XP
with Service Pack 2 with every security update available as of April 28, 2006 applied.

Features

The features that the SafeNet Sentinel and Aladdin HASP HL provide are extremely
important to a devefmer for ease of implementation and protection. SafeNet Sentinel
features a fast and easy way to protect
Shell 6 function.-maddilsi usrese propdulags ptre
allowing it to rununless the correct license is found on the key. The SafeNet vendor
tools contain an AAPI Explorero that all ows
business layer API before adding the source code to the project. It also creates source
codeforuseinpograms i n a supported programming | a
displays information regarding the keys that are currently attached to the computer. In

the panel, it shows the key type, the device ID, and serial number. It also allows one to
choosewhich key the developer would like to program.

a

an
Awr a

The Al addin HASP HL features the ability of
the software to check which modules are licensed to run, for how long, how many times,

and how many users, without ddoper intervention, etcetera. The Aladdin HASP HL

vendor tools package contains the AHASP HL E
the AHASP HL Tool box. o The HASP HL Envel ope
shield to the program. It is used to f@at an application without having the source code.

The HASP HL Factory is used to define and produce licenses for protecting an
application as wel |l as writing to the cardos
where the developer can learn to useHHASP HL API to generate code for use in

protecting software by adding the code to the source.

Experiments to be performed

To develop a process for comparing the vendor tools@&asse, the quality of code
samples, and developer tools, three tests vrer@ed. Each test explored the way that
the toolkit was built for easef-use, how extensively the toolkit explained what each
function did, and how well the toolkit generated source code.
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Experiment 1: User Interface

Description
Visibility and simplicty ar e key factors in the developer :
vendor tool s. To test the SafeNet Sentinel

generalized set of questions needed to be answered using each respective vendor tools.
These questits included how easy it was to locate each products features, the uniformity
of each part, and the overall simplicity.

Details

Rather than testing the capability of the user interface, this experiment addressed how the
capability was presented to the uséthe toolkit. Figure 1 through Figure 13 show each

accessible window, starting from installation of the vendor tools to using it to protect

applications. These are not all of the sections available within the vendor tools, but these

were presenteddash e most I mportant and valuable part

When started, the SafeNet Sentinelds tool kit
ability to open the actual vendor toolkit and the manuals, show the interfaces, and install
the drives for the keys. Since this experiment pertains to the vendor toolkit, the ability to
view the interfaces lacked information on what to do once inside the files. The
researchers have yet to implement SafeNet Sentinel protection ibase software

dueto the lack of specific directions regarding that task. Once in the toolkit, a main
screen (Figure 10) indicated its features at the left side. The-fragsel system that

Sentinel uses to display each feature is highly valuable. It provides a cambofatase

of use, simplicity, and visibility. While on one feature, the developer can view all other
features without having to go back or close the window currently in use. Figures 10
through 13 show each feature available once inside the toolklowgh each feature

was easily visible, it was required to return to the first window (Figure 9) to view the
manuals. This made quick reference more difficult should a problem arise. Although the
manuals were more difficult to reach, the API Exploresvaid easy and simple access to
the methods and functions available to the developer. The SafeNet Sentinel did well with
usability and visibility, but it was less simple for quick updates or changes. If manuals
were available from inside the vendor totke SafeNet Sentinel toolkit would be more
efficient.

The Aladdin HASP HL vendor toolkit performed well with regard to simplicity and
visibility. When started, the toolkit displayed the protection features available to the
developer, as well as tutogaland an updater (Figure 1). Once a feature was selected, it
opened in a new window (Figures 4, 5, 6). The HASP HL Envelope function opened in a
new window the protection feature that used a secure shell as the way to protect the
application. Each opin selected in the main window (Figure 4) opened that function in
a new window. The fact that a new window was created with each click in the main
window could be either good or bad depending on the opinion of the developer. The
amount of open windows ol be considered a hindrance. Overall, the Aladdin HASP
HL toolkit succeeded in simply and easily giving the developer all of the resources
required to implement the Aladdin protection features into an application.
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Supporting Data
Aladdin HASP HL Screershots

(& "FIASP FIL CD Setup 1.30

HASP@ 1.30

REINVENTING SOFTWARE PROTECTION & LICENSIN

Start the CD Setup

Release Notes (PDF)

Browse the HASP HL CD

Install Adobe Reader

&laddin

HASP® HL version 1.30 Ataddin Knowledge Systems Ltd. © 1985-2006. All rights reserved. SECURING THE GLOBAL VILLAGE

Figure 1: Auto run screen

15 HASP HIL Setup

RUNVENTING SOf TWARE PROTECTION & UICENSING

= 5X
Select Features E
Please select which features you would like ta install. - ‘.

=Xl Device Drivers

Feature Description:

API's , HASP HL device drivers will be installed,
HASP HL Net License Manager
Documentation
Tools
Redistributables This feature will be installed on the local hard
drive.
This feature requires 2160KB on your hard
drive.
<] I 24

Current location:
C:\Program Files\Aladdin\HASP HL%

l_ Reset I < Back ll Next > I [ Cancel ]

Figure 2: Advanced installation options
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| "= HASP'HI"Vendor Center 1.30

Eile
H A S P @ > | Get latest software updates
REINVENTING SOFTWARE PROTECTION & LICENSING
HASP HL Tutorial 1.30
Envelope Vg

Strong protection in seconds

Factory
HASP HL programming tool and
license update generator
ToolBox

Source code generator and
HASP HL API tutorial

HASP® HL version 1.30 Aladdin Knowledge Systems Ltd. @ 1985-2006. All Rights Reserved

Uive g sp L D

Aladdin

SECURING THE GLOBAL VILLAGE

Figure 3: Main screen

<= HASP'HL Envelope - New Project (Default Template)

Ele Edit Actions Help

De#E R §8 R # Aladdin
HASP HL Envelope Project |
Programs
= HASP HL Frofle
& |2 Protection Template Settings  Hao. | lnplk | Outnit | [(AddBrogians |
[l User Messages Drop your unprotected applications here ... Delete Prograrns

Protect Selected

Protect All

Index Date & Time ‘ Log Message

0000 5/13/20061226:47 PM  HASP HL Envelope statted

List of programs in the project, start protecting from here

Figure 4: Envelope protection project creator
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Figure 5: Factory protection area

Figure 6: Toolbox protection area
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